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1
Decision/action requested

It is proposed to include the proposal in this pCR to TR 33.835.
2
Rationale
This contribution proposed a new AKMA push mechanism, for the AKMA anchor function to generate the AKMA push information and for the UE to verify push information.
3
Detailed proposal

*************** Start of Change 1 ****************
6.X
Solution #X: AKMA push
6.X.1
Introduction
This solution addresses key issue #Y AKMA push, and proposes a new mechanism allowing AApF to push an information securely to the UE.

The GBA push feature specified in TS 33.223 [XX] is a mechanism to bootstrap the security between the NAF and the UE, without forcing the UE to contact the BSF to initiate the bootstrapping, the security of which is based on the GBA AKA mechanism. 

For the AKMA mechanism, different authentication procedures will be defined, e.g., EAP AKA’, 5G AKA, etc. On the other hand, the existing 5G security context (e.g. Kausf) may also be used for AKMA security. Hence, AKMA push shall take the above scenarios into consideration. Therefore, three ways for AKMA key generation during the AKMA push are required, such as the existing security context, or authentication vector of the EAP AKA’ or 5G AKA.

6.X.2.1
Solution details

6.X.2.1
Architecture and reference points

The AKMA push architecture includes Network Functions:

· The AKMA Authentication Function (AAuF), and

· The AKMA Application Function (AApF).

The AAuF is the authentication anchor that performs the UE authentication service. In the AKMA push, AAuF is responsible for retrieving the security context from the AUSF, and AKMA push information (AKMA-PI) generation.

The AAuF interacts with the AUSF and the AApF using Service-Based Interfaces.

The AApF is the application function that provides service for the UE. The AApF interacts with the AAuF to retrieve the push information from the AAuF, and establishes the security association with the UE based on the AKMA push.

The AApF interacts with the UE using the interface Ap1, which is dedicated for the push information and message transmission.
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Figure 6.X.2.1-1: AKMA reference architecture

6.X.2.2
Procedures

6.X.2.2.1
Initiation

The high level of this solution is proposed as follows:

· AApF sends an AKMA push request to the AAuF for the AKMA-PI

· AAuF asks the AUSF for the AAuF key, then generates and sends the AKMA-PI to the AAPF

· AApF sends the AKMA push message to the UE, to establish the AKMA SA between them.
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Figure 6.X.2.2.1-1: Initiation procedure

A precondition for use of AKMA Push is that the UE is registered with the AApF for the intended service. The AApF knows the identity of the subscriber. 

Processing and message flow:

1.
The AApF sends the AKMA push request to the AAuF, including the AApF ID, identity of the subscriber, e.g., 5G-GUTI, or SUCI. 

2.
Upon receiving the request from the AApF, the AAuF send the AKMA security context request to the AUSF including the identifier of the subscriber, and AAuF ID.
3.
Upon receiving the AKMA security request from the AAuF, AUSF generates the AKMA key Kaauf with the following cases:

Case A: If the identity of the subscriber is the 5G-GUTI, AUSF retrieve the SUPI from the AMF, which is identified by the 5G-GUTI. AUSF obtains the key Kausf based the SUPI, then generates the Kaauf based on the Kausf and AAuF ID.

Case B: If the identity of the subscriber is the SUCI, AUSF sends the SUCI to the UDM. The UDM obtains the SUPI by invoking the SIDF. UDM/ARPF shall choose the authentication method and generate the authentication vector, based on the subscription data of the SUPI. Then AUSF obtains the Kausf, then generates the Kaauf based on the Kausf and AAuF ID.

4. For Case A, the AUSF sends the Kaauf to the AAuF. For Case B, the AUSF sends the RAND and AUTN of EAP-AKA’ AV or 5G HE AV, the authentication method indicator and Kaauf to the AAuF. The detail of EAP-AKA’ AV and 5G HE AV refers to TS 33.501 clause 6.1. The authentication method indicator here indicates which authentication method is chosen for AKMA-PI.

5. The AAuF generates the requested AApF key Kaapf according to the provided AApF ID and Kaauf. AAuF generates the AKMA-PI with the following cases. Here AKMA-PI also includes a context indicator indicating whether the existing security context is used or not, and includes an authentication method indicator.

Case A: AAuF randomly select a random number RAND, and generates the MAC using the RAND and Kausf. Then AAuF generates the AKMA-PI similar as the GBA PI generation specified in 33.223 [X1], using the RAND and MAC, where the MAC is here used instead of the AUTN. 
Case B: AAuF generates the AKMA-PI similar as the GBA PI generation specified in 33.223 [X1]. 

6.
The AAuF sends the AKMA-PI, and AApF key to the AApF.

7.  The AApF stores the received information together with other user information in an AKMA SA. The AKMA SA include the AApF key, identifier of the user, etc. details of AKMA SA is the same as NAF SA defined in 33.223 [X1].
9.
The AApF then forwards the AKMA-PI to the UE over Ap1 using the selected transport mechanism and the given transport address.

10.
The UE receives the message containing the AKMA-PI. 

If the context indicator indicates the existing the security context is used for AKMA-PI, the UE first finds out the Kausf, then generates the Kausf, and verifies the MAC. 

Otherwise, the UE verifies the RAND and AUTN based on the authentication method indicated by the authentication method indicator. 
If the MAC, or the RAND and AUTN is successfully verified, the following procedure is the same as 33.223 [X1]. The UE stores the AKMA SA.
The UE and NAF are now ready to use the established AKMA SA. 
6.13.3
Evaluation
This solution proposes a new secure AKMA push mechanism to solve requirement of key issue #5.Y, which mainly reuses GBA Push mechanism, allowing the AApF to securely push the message to the UE, according to the existing security context, or a new authentication mechanism.
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