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1
Decision/action requested

This document discusses the security flaws in the registration procedure with AMF reallocation. The security flaws causes UE registration failures and denied of service. SA3 is kindly requested to consider this discussion paper. 
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Rationale

In the SA3 #95 meeting, the contribution S3-191411[1] discussed the registration failure cases in the registration procedure with AMF reallocation via (R)AN that is defined in clause 4.2.2 in TS 23.502 [2]. The comments on the contribution were:

1. Investigations may be needed to unearth other registration failure cases;
2. It is preferable to address these failure cases with one solution.
Addressing the comments, this document presents all registration failure cases, including 1 failure case for initial registration, and 8 others for idle mobility registration. 

Potential solution addressing all the failure cases is discussed.
3.1
Registration failure case in initial registration
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Figure 1. Registration failure case for the initial registration with AMF reallocation via (R)AN
In Figure 1, the registration failure case in initial registration with AMF reallocation via (R)AN is depicted in Figure 1, where the Initial AMF reroutes the Registration Request message from UE to Target AMF via (R)AN as depicted in step 5a and 5b. The above procedure in Figure 1 is based on clause 4.2.2.2 in TS 23.502 [2].
1. The UE sends a Registration Request (RR) with SUCI. 

2. The Initial AMF, upon the reception of the Registration Request with SUCI, initiates the primary authentication with the UE. The Initial AMF and the UE separately generates a new AMF key, denoted as Kamf_new.
3.  The Initial AMF sends the NAS Security Mode Command (SMC) to the UE. The UE replies with NAS Security Mode Complete message containing a complete Registration Request message, as specified in clause 6.4.6 of TS 33.501 [3].
4. The Initial AMF, based on the requested S-NSSAIs obtained from the complete Registration Request message included in NAS Security Mode Complete message in step 3, decides to reroute the RR to the Target AMF. The information of the Target AMF (e.g., AMF set) can be obtained by requesting NSSF. The detailed procedure on the AMF relocation can refer to clause 4.2.2.2.3 of TS 23.502 [2]. 
5. The Initial AMF reroutes the received the RR in step 1 to Target AMF, via (R)AN.  This occurs when the Initial AMF has no interface with Target AMF, and relies on (R)AN as a relay.
6. The Target AMF initiates primary authentication. The Target AMF fetches RAND, AUTN and other parameters from the AUSF.  
7. The Target AMF sends Authentication Request message to UE. As the Target AMF possesses no NAS security context of the UE, Authentication Request message is sent unprotected. 
UE, upon the reception of the unprotected Authentication Request message, will discard it. This is because UE has NAS security context established with Initial AMF and it is unware of the AMF reallocation, and hence UE will discard any unprotected NAS messages, according to TS 33.501 and TS 24.501 [4]:
“Once the encryption of NAS messages has been started between the AMF and the UE, the receiver shall discard the unciphered NAS messages which shall have been ciphered according to the rules described in this specification.” --- from 4.4.5 in TS 24.501 [4]
“Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message.” --- from 4.4.4.2 in TS 24.501
“Once NAS confidentiality has been activated, NAS messages without confidentiality protection shall not be accepted by the UE or the AMF.” -- From clause 6.4.4.2 in TS 33.501[3]
“Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or the AMF.” --- From clause 6.4.3.2 in TS 33.501 [3]
Eventually the registration will fails after timeout. Later even if the UE tries registering again, the above procedure still applies and registration will never be successful, hence the UE is denied service.
Observation1: UE cannot register into the network while AMF relocation via occurs during initial registration procedure.
3. 2
Registration failure cases in idle mobility registration
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Figure 2. Idle mobility registration procedure with AMF reallocation via (R)AN
Figure 2 depicts the idle mobility registration procedure with AMF reallocation via (R)AN. This procedure is copied from clause 4.2.2.2 in TS 23.502 [2].

Step1：UE sends an integrity protected the Registration Request (RR) message with a 5G-GUTI. 
Step2：The Initial AMF processing the RR, fetches the UE context from the Old AMF which issued the 5G-GUTI. 
Step 3：The Initial AMF can choose to perform a primary authentication run. 
Step 4：The initial AMF may initiate the Security Mode Control procedure with the UE. 
Step5-6: The Initial AMF decides to reroute the RR to the Target AMF. In deciding, the Target AMF may need to obtain the UE’s subscription data from the UDM. The address of target AMF may be obtained by querying NSSF.   
Step 7: The Initial AMF notifies the Old AMF that the registration of UE at the Initial AMF fails. 
The Old AMF then acts if the UE context request has never been received in Step 2. The NAS security context including the NAS counts and keys change back to the values before Step 2. 
Step8-9: The Initial AMF reroutes the RR received in Step1 to the Target AM via (R)AN. 
Step 10: The Target AMF fetches the UE context from the Old AMF which issued the 5G-GUTI.
Step 11: The Target AMF can choose to perform an authentication run. 

Step 12：The Target AMF may initiate the Security Mode Control procedure with the UE. 
All the registration failure cases that can happen in the above procedure are described below. 
 (In what follows, we use the following notations:

· Kamf : the AMF key that was established between the UE and the Old AMF

· Kamf’: the key generated by performing the horizontal key derivation based on Kamf

· Kamf ” : the key generated by performing the horizontal key derivation based on Kamf’
· Kamf_new: the AMF key generated from an authentication run. )
In the registration failure Case 1, 2, and 3 below, the Old AMF sends Kamf’ to the Initial AMF in step 2; the Initial AMF decides to use Kamf’ and then sends Security Mode Command, with an indication requesting the complete registration request message, to the UE. After step 4, the UE and the Initial AMF have established and activated the NAS security context containing Kamf’.
Case 1:  In step 9, the Target AMF receives Kamf from the Old AMF, and the Target AMF decides to use Kamf. The Target AMF will protect the subsequent outgoing NAS message based on Kamf.  When the UE receives the NAS message, the integrity check will fail, as UE uses Kamf’, while the Target AMF uses Kamf. Hence, the registration will fail. 
Case 2: In step 9, the Target AMF receives Kamf’ and keyAMFHDerivation indicator from the Old AMF, and the Target AMF decides to use Kamf’. Then the Target AMF sends a SMC, integrity protected based on Kamf’, to the UE. The SMC contains K_AMF_change_flag. The UE, upon receiving the SMC with K_AMF_change_flag, performs horizontal key derivation based on Kamf’ and obtains Kamf ”. Then the UE verifies the integrity of the SMC, based on Kamf ”. The verification will fail, as the SMC is integrity protected based on Kamf’. Hence the registration will fail. 
Case 3: The target AMF decides not to use the keys received from the Old in Step 9, but perfoms an authentication run in step 10, and sends Authentication Request unprotected to the UE. The UE, however, will discard the Authentication Request. The reason is the same as described in clause 3.1 of present document. 

In the registration failure Case 4, 5, and 6 below, the Initial AMF decides not to use the key received from the Old AMF in Step2, but performs an authentication run in Step 3. NAS Security Mode Control procedure is initiated by the Initial AMF to activate the new NAS security context. After step 4, the UE and the Initial AMF have established and activated the new NAS security context containing Kamf_new.
Case 4:  In step 9, the Target AMF receives Kamf from the Old AMF, and the Target AMF decides to use Kamf. The Target AMF will protect the subsequent outgoing NAS message based on Kamf.  When the UE receives the NAS message, the integrity check will fail, as UE uses Kamf_new, while the Target AMF uses Kamf. Hence, the registration will fail. 

Case 5: In step 9, the Target AMF receives Kamf’ and keyAMFHDerivation indicator from the Old AMF, and the Target AMF decides to use Kamf’. Then the Target AMF sends a SMC, integrity protected based on Kamf’, to the UE. The SMC contains K_AMF_change_ind. The UE, upon receiving the SMC, performs horizontal key derivation based on Kamf_new and obtains Kamf_new’. Then the UE verifies the integrity of the SMC, based on the newly derived Kamf_new’. The verification will fail, as the SMC is integrity protected based on Kamf’. Hence the registration will fail. 

Case 6: The target AMF decides not to use the keys received from the Old AMF in Step 9, but perfoms an authentication run in step 10, and sends Authentication Request unprotected to the UE. The UE, however, will discard the Authenticaiton Request. The reason is the same as described in clause 3.1 of present document. 

In the Registration failure case 7 and 8 below, the old AMF returns Kamf to the Initial AMF in step 2; the Initial AMF decides to use Kamf, meanwhile the Initial AMF selects different security algorithm than that selected by the Old AMF. Then the Initial AMF initiates Security Mode Control procedure (Step 4) with the UE to update the security algorithm to be used. After Step 4, the UE and the Initial AMF has established and activated the NAS security context containing Kamf and the security algorithm selected by the Initial AMF. The Security Mode Control procedure also updates the NAS counts. 

Case 7: In Step 9 the Target AMF receives Kamf from the Old AMF. The Target AMF decides to use Kamf and will protect the subsequent outgoing NAS message based on Kamf. Whe receiving the NAS message, the UE discards the NAS message, because the DL NAS count in the NAS message is not accepted by the UE. The UE considers this NAS message as a replay message.
Case 8: The Target AMF decides not to use the key received from the Old AMF in Step 9, but performs an authentication run. The target AMF sends the Authentication Request unprotected to the UE. The UE will discard the Authentication message. The reason is the same as described in clause 3.1 of present document.  
Observation2: UE cannot register into the network while AMF relocation occurs during idle mobility registration procedure.
4
Detailed Proposal

4. 1
proposed solution

The companion CR (S3-192148) proposes a solution that can solve all the registration failure cases. The main idea of the solution is to notify UE on the AMF reallocation when the Initial AMF decides to reallocate AMF via (R)AN. 
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Figure 3. Proposed solution
The solution works as shown in Figure 3. 
When the UE receives the Security Mode Command message, the UE shall save the NAS security context stored locally, then the UE will process the Security Mode Command message. When the Initial AMF has decided to reallocate AMF via (R)AN, the Initial AMF shall send an indicatin in a NAS message to the UE. The UE, upon receiving the indication, shall delete the current NAS security context, and shall resume to use the saved NAS security context. 

For the initial registration, the UE has no NAS security context when receiving the Security Mode Command message, then the UE does not need to save any NAS security context. And when later the UE receives the indication on AMF reallocation in a NAS message, the UE shall delete the NAS security context established via the Security Mode Command message before, and shall resume with no NAS security context. 
4. 2
Solution Evaluation

The propose solution above solves all the registration failures described in clause 3. 

For the initial registration, when the UE receives the indication on AMF reallocation (as shown in Step 9 in Figure 3), the UE deletes the NAS security context established from previous Security Mode Command/Complete (as shown in Step 4 and 5 in Figure 3). The UE no has no NAS security context. When the Target AMF receives the rerouted Registration Request, it initiates primary authentication, and sends Authentication Request unprotected to the UE. The UE, having no NAS security context, will process the received Authentication Request. Therefore, the registration failure is solved. 
For the idle mobility registration, when the UE receives a Security Mode Command (SMC) message, it first saves the NAS security context locally store. The save NAS security context is the one established between UE and the Old AMF. Then the UE processes and complete the Security Mode Control procedure to establish new NAS security context with the Initial AMF. 
When the UE receives the indication on AMF reallocation in Step 9 in Figure 3, the UE deletes the current NAS security context established between the UE and the Initial AMF, and starts to use the saved NAS security context, which is established between the UE and the Old AMF. 
When the Target AMF receives the rerouted Registration Request, it fetches the UE context from the Old AMF (shown in Step 11 in Figure 3). If the Target AMF decides to use the security context from the Old AMF, then NAS security context at the UE and that at the Target AMF is consistent, and the registration failure cases will not happen. If the Target AMF decides to run primary authentication and sends Authentication Request unprotected, because the UE is aware of the AMF reallocation and the UE will process the Authentication Request. Therefore, the solution solves the registration failures.  
UE





(R)AN





Initial AMF





Target AMF





AUSF





RR (SUCI)





2. Primary Authentication





NAS Security Mode Command/Complete





NAS security context established





NSSF





Nnassf_NSSelection_Get(Requested NSSAIs)/Response





5a. Reroute NAS message(RR(SUCI))





5b. Initial NAS message(RR(SUCI))





7. Authentication Request





UE, with NAS security context established, discard unprotected Authentication Request





8. Registration Reject





6. Nausf_UEAuthentication_Authenticate/Response





UE





(R)AN





Initial AMF





Old AMF





1.RR (5G-GUTI)





4. Security Mode Command/Complete





NSSF





6.Nnassf_NSSelection_Get/Response





8a. Reroute NAS message (RR)





8b. Initial NAS message (RR)





Target AMF





9. Namf_communication_UEContextTrasnfer/Response





7.Namf_communication_RegistrationStatusUpdate(“NOT_TRANSFERRED”)





Continue as if the previous context transfer request had never been received





2. Namf_communication_UEContextTrasnfer/Response





3. Primary authentication





UDM





5.Nudm_SDM_Get/Respons





10. Primary authentication





11. Security Mode Command/Comlete





UE





(R)AN





Initial AMF





Old AMF





1. Registration Request





5. Security Mode Complete





NSSF





7.Nnassf_NSSelection_Get/Response





10a. Reroute NAS message (RR)





10b. Initial NAS message (RR)





Target AMF





11. Namf_communication_UEContextTrasnfer/Response





8.Namf_communication_RegistrationStatusUpdate(“NOT_TRANSFERRED”)





Continue as if the previous context transfer request had never been received





2. Namf_communication_UEContextTrasnfer/Response





3. Primary authentication





UDM





6.Nudm_SDM_Get/Respons





12. Primary authentication





13. Security Mode Command/Comlete





4. Security Mode Command





Save the NAS security context





9. NAS Message (Indication)





Delete the current NAS security context and resume to use the saved one








