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1	Decision/action requested
It is proposed to add contents into clause 4.
2	References
	[1]  3GPP TR 33.916: “Security Assurance Methodology (SCAS) for 3GPP network products”
 	[2]  3GPP TR 33.805: “Study on security assurance methodology for 3GPP network products (Release 12)”
     [3]  ETSI GR NFV-SEC 007: “ Functions Virtualisation (NFV); Trust; Report on
Attestation Technologies and Practices for Secure Deployments” V1.1.1 (2017-10)
3	Rationale
This contribution analyzes the following gaps between SECAM for physical network products and 3GPP virtualized network products and adds contents into clause 4.4.2, 4.5.2, 4.7.2, 4.8.2 and 4.9.2 respectively:
   - Ultimate output of SECAM Evaluation
   - Network product evaluation process
- Operator security acceptance decision
- SECAM Assurance level
- Security baseline
4	Detailed proposal
****************** Start of the first change ******************
[bookmark: _Toc476648055][bookmark: _Toc3495508]4.4 	Ultimate Output of SECAM Evaluation for 3GPP virtualized network products
[bookmark: _Toc3495509]4.4.1	Gap analysis
Editor’s Note: This clause will identify the gap between ultimate output of SECAM evaluation for physical network products and 3GPP virtualized network products.
Because the types of the SECAM evaluation tasks for 3GPP virtualized network products are the same as those for 3GPP physical network products, there is no addition to clause 4.4 of TR 33.916 for 3GPP virtualized network products.
[bookmark: _Toc3495510]4.4.2	Ultimate Output of SECAM Evaluation
Editor’s Note: This clause will summarize ultimate output of SECAM evaluation for 3GPP virtualized network products.
The ultimate output of SECAM evaluation for 3GPP physical network products can be applied to 3GPP virtualized network products.
[bookmark: _Toc476648056][bookmark: _Toc3495511]4.5	3GPP virtualized network products evaluation process
[bookmark: _Toc3495512]4.5.1	Gap analysis
Editor’s Note: This clause will identify the gap between evaluation process of physical network products and 3GPP virtualized network products.
SECAM defined Security assurance process in clause 4.5 of TR 33.916 is a general process and can be applied to 3GPP virtualized network products.
[bookmark: _Toc3495513]4.5.2	Virtualized network product evaluation process
Editor’s Note: This clause will summarize virtualized network product evaluation process.
3GPP virtualized network product evaluation process is the same as 3GPP physical network product evaluation process.
****************** End of first change ******************

****************** Start of the second change ******************
[bookmark: _Toc476648062][bookmark: _Toc3495518]4.7	Operator security acceptance decision for 3GPP virtualized network products
[bookmark: _Toc3495519]4.7.1	Gap analysis
Editor’s Note: This clause will identify the gap between operator security acceptance decision for physical network products and 3GPP virtualized network products.
Operator security acceptance decision for 3GPP physical network products is general and can be applied to 3GPP virtualized network products.
[bookmark: _Toc3495520]4.7.2	Operator security acceptance decision
Editor’s Note: This clause will summarize operator security acceptance decision for physical network products and 3GPP virtualized network products.
Operator security acceptance decision for 3GPP virtualized network products is the same as those for 3GPP physical network products.
[bookmark: _Toc476648063][bookmark: _Toc3495521]4.8	SECAM Assurance level for 3GPP virtualized network products
[bookmark: _Toc3495522]4.8.1	Gap analysis
Editor’s Note: This clause will identify the gap between SECAM assurance level for physical network products and 3GPP virtualized network products.
SECAM assurance level for 3GPP physical network products was analyzed in clause 4.8 of TR33.916 and can be applied to SECAM assurance level for 3GPP virtualized network products. In addition, ETSI SEC 007 defined six levels of assurance (LoAs) of thust for NFV system [3]. These LoAs can be referred and it needs to be checked of whether appropriate LoA of trust for 3GPP VNF, virtualization layer and hardware are applicable to be considered for security assurance requirements of 3GPP virtualized network products.   
[bookmark: _Toc3495523]4.8.2	SECAM Assurance level
Editor’s Note: This clause will summarize SECAM assurance level for 3GPP virtualized network products.
Compared to SECAM assurance level for 3GPP physical network products, SECAM assurance level for 3GPP virtualized network products also considered only one assurance level per 3GPP virtualized network product class. In addition, it needs to be checked of whether appropriate LoA of trust for 3GPP VNF [3], virtualization layer and hardware are applicable to be considered for the assurance requirements in this SECAM assurance level.
[bookmark: _Toc476648064][bookmark: _Toc3495524]4.9	Security baseline for 3GPP virtualized network products 
[bookmark: _Toc3495525]4.9.1	Gap analysis
Editor’s Note: This clause will identify the gap between security baseline for physical network products and 3GPP virtualized network products.
Security baseline for 3GPP physical network products was analyzed in clause 4.9 of TR 33.196 and can be applied to security baseline for 3GPP virtualized network products proposed.
[bookmark: _Toc3495526]4.9.2	Security baseline
Editor’s Note: This clause will summarize security baseline for 3GPP virtualized network products.
Compared to security baseline for 3GPP physical network products, security baseline for 3GPP virtualized network products also considerd only one security baseline per 3GPP virtualized network product class.

****************** End of second change ******************

