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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.824.
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Rationale





This contribution proposes a key issue of IAB network.

For IAB network, it’s important to reduce the E2E delay from the UE to the IAB-donor and meet the latency requirement for IAB deployment becauser of multiple hops. The security protection of F1-U also increases the transmission latency. Supporting specific security policies for F1-U user plane packets may reduce the latency.    
4
Detailed proposal

*************** Start of Change ****************
5.4.X
Key Issue #4.X: < Security policies of F1-U protection>

5.4.X.1
Key issue details
Some service scenarios such as V2X, URLLC, and so on include both the high reliability and low latency requirements. High reliability means the need for stringent security checks, while the latter may imply extremely fast security checks. However, increased latency due to multiple hops in an IAB network can adversely impact the performance of user plane data transmission. It seems more important for IAB network to reduce the E2E delay from the UE to the IAB-donor and meet the latency requirement [2]. Hence, there may be a need for flexible security policies for IAB to both protect the traffic and decrease the security cost.
One example of an area where policies may be needed is the User Plane Security. UE UP traffic may have been integrity protected and/or encrypted using E2E protection, i.e., between the UE and the gNB-CU. The security protection of F1-U packets in IAB network also leads to additional complexity when handling high-volume of the user-plane traffic. This may have negative impact on service latency. 
5.4.X.2
Threat description
If user plane data is not security protected, attackers may inject bogus packets or replay packets over the wireless link. However, the confidentiality, integrity, and replay protection of F1-U packets in IAB network leads to additional transmission delay. The increased latency may decrease the chances of it being used in applications of the low latency communications. If specific security policies are not applied, there may be a risk that many services using IAB have insufficient protection.  
5.4.X.3
Potential security requirements

The IAB network shall support a specific user plane security policy adopted for F1-U protection.
*************** End of Change ****************
