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1
Decision/action requested

This contribution proposes a solution for the key issue of TR 33.809.
2
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3
Rationale





To avoid UE camping fasle base station, the basic idea is to make the UE recieves the hash of the MIB/SIBs of access network in NAS SMC procedure. When UE receives the hash value and check if UE has camped on the false base station. UE may reselect the cell if false base station is detected. In some CIoT sceaniors, the small data is transferred with NAS messages. The proposed solution is also applicable.
4
Detailed proposal

*************** Start of Change ****************
6.x.1
Introduction

This solution addresses Key issue #2: Security protection of system information and Key issue #7: protection against MAN-in-the-Middle false gNB attacks.
To avoid UE camping false base station, the basic idea is to have UE receives the hash of the MIB/SIBs of access network in NAS messages. The NAS security mode command message is ciphered and integrity protected, hence can be used to carry the hash of the MIB/SIBs. When UE receives the hash value and checks if UE has camped on the false base station.

6.x.2
Solution details
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Figure 6.x.2-1: Procedure for MitM false base station detetction 
Step1: UE send registration/service request messages to gNB;

Step2: gNB send registration/service request messages to AMF optionally with hash of the MIB/SIBs. The gNB may also indicate the list of SIBs that were used to calculate the hash value.
Step3: (optional) UE performs a primary authentication with the network. 
Step4: AMF sends NAS Security Mode Command to UE with hash of the MIB/SIBs and list of SIBs.
Step5: The UE shall verify the NAS Security Mode Command message. The integrity is verified using the indicated NAS integrity algorithm and the NAS integrity key. If the verification is successful, the received hash of MIB/SIBs is utilized as a basis for UE to further determine whether it read the correct SIBs. UE may reselect cells if hash of MIB/SIBs mismatches.
Step6: UE may notify the core network about the information for false base station in NAS Security Mode Complete message and request the MIB/SIBs of access network if a MitM false base station is highly suspected. 
6.x.3
Evaluation

This solution enables UE’s detetction of MitM false base station. The MIB/SIBs are transferred in protected NAS messages. It is also applicable for CIoT sceaniors. As NAS SMC is the first message with security protection, it can avoid UE’s camping the false base station for a longer time.
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