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1
Decision/action requested

Background information on DICE concept for secure device identity creation for UEs in SNPNs
2
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Rationale

With the introduction of 5G, more devices like for Industrial IoT will connect to the network. These devices are constrained and do not support the same state of the art tamper resistant HW, e.g. SIM-applications in UICC or embedded SIM of a regular mobile device. Additionally, unlike the classical service provider networks, not all networks will be public, but industrial IoT will connect to manufacturer owned private networks using non-3GPP credentials. This enables the need for an alternative way to authenticate constrained devices and has been included as a requirement in 3GPP TS 22.261 specification. 
Trusted computing group (TCG) has standardised a device identifier composition engine (DICE) which creates the identity of a constrained device and that would allow IoT devices with such chips being widely spread in NPNs. DICE is defined in [1]. Several activities are ongoing to use DICE for authentication. Microsoft has adopted the DICE specification into the Azure cloud. MicroChip and NEC have created the first products which support DICE. 

4
Detailed proposal

It is proposed to include a key issue on secure identity creation for constrained devices and its usage for authentication of constrained devices to 5GS in standalone NPNs. 

The key issue is proposed in S3-192059.
