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1	Decision/action requested
It is proposed to add scope of a SECAM SCAS for 3GPP virtualized network products into clause 4.1.
2	References
	[1]  3GPP TR 33.916: “Security Assurance Methodology (SCAS) for 3GPP network products”
3	Rationale
This contribution analyzes the gap between scopes of SECAM SCAS for physical network products and 3GPP virtualized network products and add scope of a SECAM SCAS for 3GPP virtualized network products
4	Detailed proposal
****************** Start of changes ******************
[bookmark: _Toc476648052][bookmark: _Toc3495499]4.1	Scope of a SECAM SCAS for 3GPP virtualized network products
[bookmark: _Toc476648068][bookmark: _Toc3495500]4.1.1	Gap analysis
Editor’s Note: This clause will identify the gap between scope of SECAM SCAS for physical network products and 3GPP virtualized network products such as gap in ToE etc.
As with 3GPP physical network products, the targets of the security attack analysis need to be identified before identifying the potential attack vectors which could be used. According to the description in 4.0.1, three types of 3GPP virtualized network product class are defined. So, these three types of 3GPP virtualized network product class are the analysis objects of attack vectors.  This is different from using 3GPP physical network product class composed of hardware, software, and interfaces as the analysis target for attack vectors. The security threat analysis and related security requirements of all these virtualized network product classes will be described in clause 5.
As the different types for 3GPP virtualized network product classes are partially inclusive, it needs to study whether it there will be substantial overlap for document writing between type 1, type 2 and type 3 SCAS of different virtualized network product classes.
The validation of evaluation performed in the past and the overall process of the validation for environment assumptions that proposed in clause 4.1 of TR 33.916[1] can also be applied to SCAS of 3GPP virtualized network products.
[bookmark: _Toc3495501]4.1.2	Scope of a SECAM SCAS
Editor’s Note: This clause will summarize scope of SECAM SCAS for 3GPP virtualized network products.
The Security Assurance Specification (SCAS) for a given 3GPP virtualized network product class provides a description of the security requirements and associated test cases. The SCAS for a given 3GPP virtualized network product class defined in clause 4.0.1is described below:  
- For type 1 (implementing 3GPP defined functionalities only): the SCAS provides a description of the security requirements and associated test cases pertaining to 3GPP VNF. 
- For type 2 (implementing 3GPP defined functionalities and virtualization layer): the SCAS provides a description of the security requirements and associated test cases pertaining to 3GPP VNF and virtualization layer together. The security assurance requirements on the interface between 3GPP VNF and virtualization layer is only applied in decoupling scenarios.
 - For type 3 (implementing 3GPP defined functionalities, virtualization layer, and hardware layer): the SCAS provides a description of the security requirements and associated test cases pertaining to 3GPP VNF, virtualization layer and hardware layer together. The security assurance requirements on the interfaces between components of type 3 are only applied in decoupling scenarios.
[bookmark: _GoBack]Same as SECAM for 3GPP physical network products documented in TR 33.916[1], evaluations performed in the past remain valid. The environmental assumptions which are contained in SCAS of 3GPP virtualized network products will be validated during product deployment and it’s not part of SECAM.
****************** End of changes ******************

