3GPP TSG-SA WG3 Meeting #95Bis 
S3-192043
Sapporo (Japan), 24-28 June 2019














   
Source:
Ericsson
Title:
Attack tree for sensitive data in AUSF
Document for:
Discussion

Agenda Item:
7.2.6
1
Decision/action requested

This document provides an attack tree for sensitive data in the AUSF. 
The attack tree is provided for discussion.
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Rationale
3GPP TS 33.926 [1], lists several generic assets and threats posed on a generic network product. Each product type is also described in a separate annex of that document. 

As of today, no specific assets and threats are defined for the AUSF. To be able to identify all relevant assets and threats posed on the AUSF, a structured threat modelling has been attempted using the STRIDE threat modelling technique. A resulting STRIDE diagram is provided in [2].

To further analyse the different threat categories identifies in the STRIDE diagram, an attack tree was created to capture the threat categories T, I, D for all sensitive data in the AUSF. This document provides that tree. The attack tree is used as input for the threat analysis in the AUSF annex of 33.926, provided in [3].

4
Discussion
Figure 4.1 provides an attack tree that covers all sensitive data in the AUSF with respect to the threat categories tampering (T), information disclosure (I) and denial of service (D). Figures 4.2 and 4.3 provides sub trees referred to by the tree in Figure 4.1. 

For each identified threat, a mapping is attempted to the requirements in tests in TR 33.117 [5]. If such a mapping is found, it is marked with a green circle. If the identified threat is considered out of scope, a green circle is also used. If a gap is found, i.e. a threat that is not treated in TR 33.117 [5], a red circle is used to mark that gap. 
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Figure 4.1 Attack tree for sensitive data in the AUSF
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Figure 4.2 Sub tree logical attacker
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Figure 4.3 Sub-tree Software errors
Proposal
As can be seen in the attack trees, the following potential threats are not already covered in 3GPP TR 33.926, [1] or TR 33.117, [5]:
· Tampering or information disclosure of exported logs.

· An attacker tampers with the software by installing an old (but correctly signed) version of the software containing known weaknesses. 
The above threats are not specific to the AUSF, so they could be added to the general threats in TR 33.926 [1] and potential new requirements could be added to TR 33.117 [5].  

From the analysis above, we can draw the conclusion that there are no additional threats added to the AUSF sensitive data than the ones already listed in the main body of 3GPP TR 33.926, [1], (with the potential additions mentioned above) together with what should be added for SBI related threats in the living document [4]. 
Thus, the annex for AUSF in 3GPP TR 33.926, [1], will contain no additional threats based on this. A draft CR of the annex is provided in [3].
