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1
Decision/action requested

Approve the related draft-CR [4] adding generic assets and threats to TR 33.926.
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Rationale

3.1

Introduction 
In the companion contribution [3], we provide the newest version of the STRIDE diagram for the AUSF. The next step after drawing the diagram is the threat analysis for each of the components of the diagram. In this discussion paper, we provide the threat analysis for the spoofing of a very important component, namely the external interactor "OAM configurator (human or script)". There are two reasons why this component is important: it is common for all network products, and it is a very common source of attacks. The companion contribution [4] is a draft-CR that introduces the missing threats to TR 33.926. The present contribution provides the structured analysis behind the choice of threats in [4].

3.2

Methodology

Attack trees are a well-known method in threat analysis. They seem to be particularly useful for the threat analysis of a specific component of a STRIDE diagram, as they provide a structured way of identifying the threats. The analysis in this contribution will provide a good example. 
There are different tools available for drawing attack trees. However, using such a tool is not necessary. The analysis in this contribution instead uses a layered list for representation of the attack tree. 
3.3

Threat analysis for the OAM configurator

3.3.0
General

The following color coding will be used:

-
Existing threats and tests

-
Threats added in [4]

-
Missing potential tests
3.3.1
Assumptions

-
Separate user account for OAM management (not root)


-
Local (console) or remote access

3.3.2
Threats
<1>
Bad user credentials/passwords (local/remote)


<2>
No password 


(Threat "No password", [4])


(Tests in TS 33.117 [2]: clause 4.2.3.4.1.1, clause 4.2.3.4.2.1)

<2>
Bad password policy 


(Tests in 33.117 [2]: clause 4.2.3.4.1.2, clause 4.2.3.4.3.2)



<3>
Weak password 



(Threat "Weak Password Policies", clause 5.3.3.2 of TR 33.926)



(Tests in TS 33.117 [2], clause 4.2.3.4.3.1, clause 4.2.3.4.3.3)


<3>
Using default accounts (local or remote, e.g. guest account or factory default) 



(Threat "Default Accounts", clause 5.3.3.1 of TR 33.926)



(Tests in 33.117 [2], clause 4.2.3.4.2.2, clause 4.2.3.4.2.3)


<3>
Brute force (unrestricted login attempts) 



(Threat "Unrestricted login attempts", [4])



(Tests in TS 33.117 [2], clause 4.2.3.4.5)

<1>
Root access (local or remote)


<2>
Insecure root access leading to creation of false user accounts or direct usage 


(Threat "Direct Root Access", clause 5.3.3.4 of TR 33.926)


(Tests in 33.117 [2], clause 4.2.4.1.2.1, clause 4.2.4.2.2, clause 4.3.2.6)

<1>
Credential leakage (local or remote)


<2>
By user (not in scope of SCAS)

<2>
In transit (remote) 


(Threat "Poor key management", clause 5.3.6.2 of TR 33.926) 


(Tests in TS 33.117 [2], clause 4.2.3.2.4)


<2>
In storage in server 


(Threat "Poor key management", clause 5.3.6.2 of TR 33.926) 


(Tests in TS 33.117 [2], clause 4.2.3.2.3)


<2>
From test or debug code (local console) (In scope of NESAS, not SCAS, since it results rather in 



requirements on the development process than the product)

<2>
Password peek 


(Threat "Password peek", clause 5.3.3.3 of TR 33.926) 


(Tests in TS 33.117 [2], clause 4.2.3.4.3.4)

<1>
Authentication protocols (remote)

<2>
Protocol issues, e.g. due to weak version of protocol or weak configuration that allows downgrading


(Threat "Use of weak cryptographic algorithms", clause 5.3.6.3 of TR 33.926)


(Tests in TS 33.117 [2], clause 4.2.3.2.4)


<2>
Using null scheme 


(Threat "Use of weak cryptographic algorithms", clause 5.3.6.3 of TR 33.926)


(Tests in TS 33.117 [2], clause 4.2.3.4.1.1, clause 4.2.3.4.2.1, clause 4.2.3.4.4.1)


<2>
Weak keys (badly generated keys, insecure key distribution (psk)) 


(Threat "Poor key generation", clause 5.3.6.1 of TR 33.926)


(no tests in 33.117)

<2>
Bad certificate handling (fail to check CRL, outdated CRL, fake CA cert etc)


(Threat "Bad certificate handling in [4])


(no tests in 33.177)
<1>
No detection of spoofing attempt (req. log faulty login attempt) 

(Threat "Lack of User Activity Trace", clause 5.3.5.1 of TR 33.926)

(Tests in 33.117 [2], clause 4.2.3.6.1)

<1>
Unrestricted sessions 

(Threat "Unrestricted sessions" in [4])

<2>
No logout


(Tests in TS 33.117 [2], clause 4.2.3.5.1)


<2>
Inactivity logout 


(Tests in TS 33.117 [2], clause 4.2.3.5.2)

4
Detailed proposal

Approve the related draft-CR [4].
