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1
Decision/action requested

It is requested that the proposed changes are approved.
2
References

[1]
S3-192029, Ericsson, New KI: Protection of recovery from backhaul-RLF
3
Rationale

Backhaul-RLF recovery is a rare but important event. It needs to be secure against unauthorized entities. Therefore, a solution is proposed. It addresses the Key Issue in the companion contribution [1].
In order to avoid introducing a yet another new clause under clause 6, we are proposing to add a solution under existing clause 6.2 that deals with authentication of IAB Node.
4
Detailed proposal

**** START OF CHANGES ****
6.2.X
Solution #2.X: Secure recovery from backhaul-RLF 

6.2.X.1
Introduction

This solution addresses Key Issue #Y (Protection of recovery from backhaul-RLF).
This backhaul-RLF recovery is likely achieved by some form of control message between the parent-node and the child-node via a new adaptation layer called the BAP (Backhaul Adaptation Protocol), or via lower layer mechanism like MAC control element. Which layer ultimately carries the control message is not very relevant from security point-of-view. What is important is that the control message cannot be abused by unauthorized entities.
This solution proposes that the control message for recovering form backhaul-RLF is integrity protected by including a security-token. 
6.2.X.2
Solution details

This solution is illustrated in Figure 6.2.X.2-1. The description of the solution follows the figure.
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Figure 6.2.X.2-1: Secure recovery from backhaul-RLF
1.
The parent-node is provisioned with a backhaul security key called the KBH-int. The parent-node then initializes a downlink sequence number (what to send next) with value 1 and an uplink sequence number (what was received last) with value 0. The provisioning of KBH-int can be done by the IAB-donor or the CN. Depending upon who provisions the key, the KBH-int could be derived from the AS key or the NAS key. These details are left for the normative phase when technical specifications from other groups are stable.

 Backhaul security context at parent-node is {key = KBH-int, DL SN = 1, UL SN = 0}

2.
 Similarly, the child-node is provisioned with the KBH-int. The child-node also initializes a downlink sequence number (what was received last) with value 0 and an uplink sequence number (what to send next) with value 1. The details of provisioning node for the KBH-int and the key hierarchy is left for normative phase.

Backhaul security context at child-node is {key = KBH-int, DL SN = 0, UL SN = 1}

3.
When the parent-node (IAB-node#1 in the figure) needs to send a control message to the child-node (IAB-node#2 in the figure), the parent-node calculates a security token called the dlBackhaulMAC-I as below:

dlBackhaulMAC -I = 128 bits LSBs of <ALGORITHM> (
key = KBH-int, 

count = DL SN, 

direction = 0, 

message = control message)

4.
The parent-node includes the calculated dlBackhaulMAC -I in the control message. The child-node receives the message.

5.
The child-node verifies the dlBackhaulMAC-I by doing the same calculation as the parent-node. Replay protection is provided by the DL SN.

6.
If the verification succeeds, the child-node needs to send an ACK message. The child-node first calculates a security token called the ulBackhaulMAC-I as below:

ulBackhaulMAC -I = 128 bits LSBs of <ALGORITHM> (
key = KBH-int, 

count = UL SN, 

direction = 1, 

message = ACK message)

7. The child-node includes the calculated ulBackhaulMAC -I in the ACK message. The parent-node receives the message.

8.
The parent-node verifies the ulBackhaulMAC-I by doing the same calculation as the parent-node. Replay protection is provided by the UL SN.

Editor's Note: It is FFS which <ALGORITHM> is used.
6.2.X.3
Evaluation

TBD.
**** End of Changes ****

