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1
Decision/action requested

This paper proposes to add a security solution for RRC Inactive to TR 33.861.
2
References
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3
Rationale

In RAN2#106, the following agreements were made according to their report:

Agreements

- RRC-INACTIVE state in NB-IoT connected to 5GC is  not supported.
- RRC-INACTIVE state with short eDRX cycles is optionally supported for eMTC connected to 5GC with capability signalling.
- FFS if EDT in RRC-INACTIVE state is not supported in Rel-16.
- UP optimization solution is supported for both eMTC and NB-IoT connected to 5GC with capability signalling.

- eLTE is assumed to be the baseline for RRC-INACTIVE state for eMTC UEs connected to 5G.

- Working assumption: Same cell selection/reselection criteria and measurement rules for BL UEs and non-BL UEs in CE in RRC_IDLE when attached to EPC are applied to BL UEs and non-BL UEs in CE in RRC_INACTIVE or RRC_IDLE when attached to 5GC.

- For transmission over DRB, NB-IoT/eMTC UE connected to 5GC uses the same AS security algorithms as eLTE regardless of PDCP type

- KeNB root key is derived from Kamf as specified in TS 33.501.

- For NB-IoT/eMTC UE connected to 5GC, AS security algorithms are indicated by using LTE code points, e.g., EIA, EEA.

As RAN2 agreed that RRC Inactive state with short eDRX is optional to support for eMTC connected to 5GC, this paper proposes to add a solution for RRC Inactive to the TR. Note that it is still FFS whether EDT in RRC Inactive is supported for eMTC or not in Rel-16.
4
Detailed proposal

It is proposed to add the following text in the TR 33.825 [1]. 

**** START OF CHANGES ****
6.Y
Solution #Y: Security solution for RRC Inactive procedures
6.Y.1
Introduction

This solution addresses key issue #2: Integrity protection of small data, key issue #3: Encryption of small data and key issue #8: Key and mac size for protection of small data in this TR. 

This security solution address solution 7: Small data frequent communication in SA2 TR 23.724 [2]. This solution allows UE power efficiency for traffic patterns for frequent small data communication with gaps between transmission.

Small data is transmitted with reduced signalling using the RRC Inactive state.
In 5G Rel-15, RRC Inactive state is supported in both gNB and ng-eNB connected to 5GC according to TS 33.501 [xx]. Early data transmission (EDT) feature in RRC Inactive is not supported in Rel-15.
6.Y.2
Solution details

6.Y.2.1
General

This solution proposes to re-use the security solution for RRC Inactive procedures as defined in 5G Rel-15 in clause 6.8.2.1 in TS 33.501 [xx] for eMTC connected to 5GC.
6.Y.3
Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
**** End of Changes ****

