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1
Decision/action requested

This paper proposes a conclusion which recommends to support solution #18 to resolve Key issue #2 and Key issue #3.
2
References

 [1]
3GPP TR 33.861 Study on evolution of Cellular IoT security for the 5G System
3
Rationale

This paper proposes a conclusion which recommends to support solution #18 to resolve Key Issue #2 and Key Issue #3 for frequent small data transfer in RRC Suspend and Resume with early data transmission (EDT).
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.861 [1]. 
**** BEGIN CHANGES ***
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

7.2
Key Issue 2: Integrity protection of small data
Editor’s Note: This clause needs to be revisited when further requirement is added

Editor’s Note: The conclusion for mobility cases need to be added. 

Solution 1 is recommended for normative work to support integrity protection for infrequent small data transmission via NAS signaling.
Solution 18 is recommended for normative work to support integrity protection for frequent small data transfer in RRC Suspend and Resume with early data transmission (EDT).  The outstanding issue is if UP IP of UL EDT can be supported. This could be addressed in the normative work and depends on the progress in other RAN groups.
7.3
Key Issue 3: Encryption of small data
Editor’s Note: This clause needs to be revisited when further requirement is added
Editor’s Note: The conclusion for mobility cases need to be added. 

Solution 1 is recommended for normative work to support encryption for infrequent small data transmission via NAS signaling.
Solution 18 is recommended for normative work to support encryption for frequent small data transfer in RRC Suspend and Resume with early data transmission (EDT). 
**** END CHANGES ***

