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1
Decision/action requested

This paper proposes to modify the table in the conclusion clause of TR 33.825 [1].
2
References

[1]
3GPP TR 33.825 "Study on the Security for 5G URLLC".

3
Rationale

A new table was added to TR 33.825 [1] in the previous meeting. Our understanding of the table is that it should list all available solutions in the TR which tries to solve each key issue and not the selected solution(s) for each key issue in the TR. 

This paper proposes to clarify and update the table in the conclusion clause of TR 33.825 [1] to reflect that the table only contains available solutions in the TR which tries to solve each key issue and not the recommended ones.

4
Detailed proposal

It is proposed to add the following text in the TR 33.825 [1]. 

**** START OF CHANGES ****
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions.
Summary for Key issues and corresponding solutions

The key issues and the corresponding solutions in the present document are listed in the following table.

	Key issue
	Potential security requirements
	Potential Solutions

	#1
	Security for redundant transmission
	1) The 5G system shall provide an appropriate security method to protect the redundant transmission.

2) The system shall provide cryptographic separation for radio bearers serving redundant transmissions.

3) The added paths for redundancy shall provide equal level of security compared to single path.
	Solution #4: Security support for N3 tunnel redundancy

Solution #5: Security for redundant data transmission 

Solution #7: Security for redundant data transmission using Dual Connectivity

	#2
	Support of security for high reliability by redundant data transmission in user plane 
	1) Confidentiality protection over the air shall be supported for UP data via redundant multiple transmission paths.
2) Integrity protection over the air shall be supported for UP data via redundant multiple transmission paths.
	Solution #5: Security for redundant data transmission
Solution #7: Security for redundant data transmission using Dual Connectivity

	#3
	UP security policy handling for multiple PDU sessions established for redundant data transmission
	1) If encryption of user plane data is enabled between the UE and the gNB on the first path for a first PDU session, then encryption shall be enabled for redundant user data transmission over a second path for a second PDU session as well.
2) If integrity protection of user plane data is enabled between the UE and the gNB on the first path for a first PDU session, then integrity protection shall be enabled for redundant user data transmission over a second path for a second PDU session as well.
3) When Dual Connectivity is used, the MgNB shall ensure that the UP security policy assigned to the MgNB is forwarded and used by the SgNB for the two PDU Sessions used for redundant data transmission.
	Solution #1: Security solution for handling UP security policy for multiple PDU sessions for redundant data transmission.

Solution #3: Security policy handling for redundant transmission
Solution #8: Handling of UP security activation status and selection of SN in Dual Connectivity

	#4
	Security policy for URLLC service
	1)
The 5G system shall provide a user plane security policy mechanism applicable to URLLC services.
2)
The 5G system shall provide the mechanism for how to enforce User Plane Security Policy when there are URLLC services in the PDU Session.
3）The selection of the security policy shall be under network control.
	Solution #3: Security policy handling for redundant transmission
Solution #6: Dynamic UP security policy control for URLLC service
 

	#5
	Security aspect of low latency handover procedure
	The 5G system shall provide the proper security protection for the optimized URLLC handover procedure.
	No solution is available yet in the TR.

	#6
	Retaining AS security keys for redundant data transmission in user plane
	No potential security requirement is recommended.
	Solution #2: Retaining AS security keys for redundant data transmission in user plane.

	#7
	QoS monitoring protection
	The 5G system shall be able to protect the 5G E2E QoS Enforcement procedure for a service.
	No solution is available yet in the TR.

	#8
	Acceleration of authentication and key agreement procedure for low latency
	No potential security requirement is recommended.
	No solution is available yet in the TR.

	#9
	Security aspect of low latency Re-authentication procedure
	No potential security requirement is recommended.
	No solution is available yet in the TR.

	#10
	UP security performance for low latency
	No potential security requirement is recommended.
	No solution is available yet in the TR.


**** End of Changes ****

