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Decision/action requested

It is requested that proposed changes are approved.
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Rationale

A new solution for protection of SI messages is proposed.
4
Detailed proposal

*** START OF CHANGES ***
6.Y
Solution #Y: SERSI – SERving network-controlled SI signature
6.Y.1
Introduction

This solution addresses following key issues:

-
Key issue #2: security protection of system information.
In this solution, the serving network is in the control of integrity protection of SI messages. 

6.Y.2
Solution details
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Figure 6.Y.2-1: A high-level overview of SERSI
A high-level overview of SERSI is shown in Figure 6.Y.2-1. Further details according to Annex A.3 are described below.

6.Y.2.1
UE Aspects
The mechanisms proposed in this solution are performed by the ME part of the UE. The USIM part of the UE is not of concern.
6.Y.2.2
UE actions upon detection of invalid signature
The exact details of UE's actions upon detection of invalid signature is left to be done in normative phase in collaboration with other 3GPP groups, especially the ones responsible for the RRC and NAS protocols. Nevertheless, this solution proposes some possible actions that UE could take as below.
-
The SI messages with invalid signature could be handled by the UE in the same way as the UE would handle the case when essential system information is missing. This means that UE could try to select another cell. 
-
Action to be taken by UE could be indicated by the network as a part of SI protection negotiation, e.g., in the Registration Accept message. This allows the network to tweak its behaviour, e.g., same behaviour for all UEs, different behaviour per TAs, etc.
6.Y.2.3
Threats that are mitigated by signed SI messages
Referring to Figure 6.Y.2-1, the false base station type1 attacks that transmit tampered or crafted SI messages are mitigated by this solution. Some examples are given below:

-
DoS attempts that change cellBarred=notBarred to cellBarred=barred in MIB will be detected.
-
DoS attempts that remove ims-EmergencySupport=true from SIB1 will be detected.

-
Privacy attack attempts that add useFullResumeID=true into SIB1 will be detected.
-
DoS attempts that tamper cellSelectionInfo in SIB1 or cellReselectionInfoCommon in SIB2 to favor the false base station's operations (e.g., in order to make the UE stick to the attacker's false base station) will be detected.

Again, referring to Figure 6.Y.2-1, the false base station type2 attacks that replay a captured SI messages are made harder or impractical by this solution. Some examples are given below
-
Replay attemps that re-transmit a captured SI message from one frequency to another will be detected. The attacker's cell is forced to operate in same frequency and compete with the genuine cell. This is unsuitable for the attacker because the UE will not stick to the attacker's cell.
-
Replay attempts that re-transmit a captured SI message from a cell with one PCI to another PCI will be detected. The attacker's cell is forced to operate with same scrambling codes as the genuine cell. This increases the interference and therefore is unsuitable for the attacker. The UE will not stick to the attacker's cell.
Furthermore, this solution, by means of provisioning VPLMN public keys in UEs, becomes an enabler for wide range of protection in other use cases. Some examples are given below:

-
Once a UE is registered, then all future unauhenticated reject messages in RRC layer could be protected by provisioning the UE with corresponding public key.
-
Once a UE is registered, then all future unauhenticated reject messages in NAS layer could be protected by provisioning the UE with corresponding public key.
6.Y.2.4
Threats that are not mitigated by signed Si messages
In this solution, the UE is unable to verify the signature of SI messages before the initial registration. So, all the threats before the first successful registration are not mititiaged by this solution.
6.Y.2.5
Provisioning of keys
In this solution, the RAN calculates and sends the digitial signature to the UE, and the UE verifies the received digital signature. Therefore, the RAN requires a private key and the UE requires the corresponding public key.

For enabling SI protection and key management for signature calculation (i.e., private key) in the RAN, the CN and the RAN in VPLMN require a setup mechanism. This setup is left out of scope of this solution. It could be even out of scope of 3GPP, or otherwise handled by 3GPP groups responsible for NGAP interface or telecom management.

Similarly, the UE and the CN in VPLMN require a secure negotiation mechanism so that both have a common understanding of which SI messages are protected, if any, and which key to use for signature verification (i.e., public key). This solution proposes the NAS layer based negotiation between the ME part of the UE and the CN part of the network as shown in the Figure 6.Y.2.7-1. The USIM part of the UE and the RAN part of the network are not of concern for this negotiation. 
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Figure 6.Y.2.7-1: SI protection negotiation (including key provisioning)
This proposed negotiation works as below:

1)
The ME indicates its capability to verify SI signatures to the CN in a NAS message like Registration Request.

2)
The CN uses the ME's capability to decide whether or not to give SI protection information to the ME.

3)
For capable MEs, the CN sends the following SI protection information in a NAS message like Registration Accept:

3.1)
Cells for which the broadcast SI shall have signature, e.g., TAIs, PCIs, and Cell IDs. It is proposed that at least the TAIs are included.

3.2)
SI numbers which shall be covered by the signature. It is proposed that at least the minimal SI (i.e., MIB and SIB1) shall always be covered.

3.3)
Corresponding public keys for signature verification.
The sending of SI protection information from the CN to the UE in NAS message like Registration Accept covers both types of Registration Request, i.e., the initial registration and the mobility registration update. It also covers handovers with AMF change because the mobility registration update follows a handover.
6.Y.2.6
RAN aspects 
The RAN is responsible for delivering the SI messages containing the digital signatures.
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Figure 6.Y.2.6-1: SI signature delivery
This solution takes following aspcts into account:

(a)
Size of the signature: The MIB has 1 spare bit and definitely cannot contain any useful signature. While the SIB1 could contain signature, it is preferable if the size of SIB1 is not increased because the SIB1 is generally expected to travel far up to cell edges.

(b) Delay introduced by signature verification: As the MIB/SIB1 contain the most essential system information, it is preferable if the UE can use the quickly, e.g., for cell search. 

For the above-mentioned reasons, this solution proposes late verification by introducing a new type of SI message for carrying signature, as shown in Figure 6.Y.2.6-1. 

Late verification means that the UE starts using the minimum SI as soon as it has been acquired, while the verification is done afterwards once the digital signature is acquired in signature SI. 
6.Y.2.7
VPLMN aspects 
In this solution, the VPLMN is responsible for all the aspects that enable using digital signature in SI messages. The aspects related to RAN, CN, UE, network sharing, key provisioning, etc. are described in their respecetive clauses.
6.Y.2.8
HPLMN aspects 
In this solution, the VPLMN is responsible for all the aspects that enable using digital signature in SI messages. Therefore, the HPLMN aspects are nil.
6.Y.2.9
Network sharing aspects
Network sharing could have a configuration with (a) both the RAN and the CN sharing by operators (like GWCN), or (b) only the RAN sharing by operators (like MOCN). 

One option to handle network sharing could be that the RAN calculates multiple signatures per operator and broadcasts those multiple signatures. Such option is not optimal for radio resource and therefore not considered by this solution.

What this solution proposes is that the RAN calculates a single signature irrespective of network sharing configuration. Therefore, the RAN uses single private key for signature calculation, and the UE with single public key for signature verification. Irrespective of any type of configuration, the network sharing is an agreement between operators anyway. 
6.Y.2.10
Roaming aspects
In this solution, the VPLMN is responsible for all the aspects that enable using digital signature in SI messages. Therefore, the roaming aspects are nil.
6.Y.2.11
Regulatory aspects 
The SI messages related to PWS may have regulatory aspects (see 3GPP TR 33.969 [3]). Therefore, the SIB6 (ETWS primary notification), SIB7 (ETWS secondary notification), and SIB8 (CMAS warning notification) messages in the VPLMN need to be left as is, i.e., without extra protection. This solution enables the network and the UE to securely negotiate that SIB6, SIB7, and SIB8 do not contain digital signature (see SI protection negotiation above).

There are no regulatory aspects concerning the contents of MIB, SIB1, SIB2, SIB3, SIB4, SIB5, and SIB9 messages in the VPLMN.

6.Y.2.12
Signature schemes

Following signature schemes are proposed in this solution:

1.
Profile 0 (null-scheme)

-
It means that there is no signature.

2.
Profile A (ECDSA)

-
It means using a widely standardized signature scheme called the ECDSA (Elliptic Curve Digital Signature Algorithm).

-
Domain parameters for ECDSA profile(s) are left to be done in normative phase by consulting SAGE, as was done for ECIES profiles used for SUCI calculation.
Following inputs to the signature are proposed in this solution:
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Figure 6.Y.2.12-1: Signature scheme inputs
1. SI message(s) that are to be covered by the signature. This input ensures that any tampering of the SI message content message is detected by the UE.
2. Downlink frequency of the cell that is broadcasting the SI message. This input ensures that any replay of the SI message in a different frequency is detected by the UE.

3. PCI (physical cell ID) of the cell that is broadcasting the SI message. This input ensures that any replay of the SI message from a different cell is detected by the UE.

6.Y.2.13
Signature length

Following signature lengths are estimated in this solution:

1.
Profile 0 (null-scheme)

-
It has no signature. The length would be 0.

2.
Profile A (ECDSA)

-
The signature length when using ECDSA would depend upon the domain parameters. Nevertheless, an ECDSA signature when providing 128 bit security level would be a minimum of 512 bits.

6.Y.2.14
Resistance against Quantum Computing
Impact of attacks from quantum computers are anticipated as below:
1.
Profile 0 (null-scheme)

-
It has no signature. Being quantum-safe or not is irrelevant.

2.
Profile A (ECDSA)

-
The ECDSA is considered non quantum-safe.
6.Y.3
Evaluation

TBD

*** END OF CHANGES ***
