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1
Decision/action requested

Analysis of status on UDM-UDR-ARPF discussion, related to LS SP-190581
2
References

[1]
33.501
[2]
23.501

[3]
29.505

3
Rationale

Status: 

· Nokia triggered in last SA3#95 the discussion on sensitive data stored in UDR and the missing description in 33.501; 2 CRs against 33.501 were proposed (S3-191420 and S3-191421).
· SA3 did not agree on Nokia CRs, but instead to disallow the storage of sensitive data in UDR. LS S3-191629 was sent to SA2, CT4 and SA; SA3 group demanded that sensitive data shall be stored in the ARPF and requested both groups to adapt their specifications accordingly.
· In SA this LS was challenged and overruled, since the concept of storing credentials in a UDR is not new and it should be possible in 5G to do so as well as long as the storage and transfer is protected. Details on the arguments can be found in presentations given to SA plenary SP-190516 (HPE) and SP-190465 (ERI). SA plenary responded in LS SP-190581.
· Thus, SA3 should step back and continue with an evolution of the original proposal of Nokia to update 33.501 to be in line with SA2 and CT4.
Analysis:
· Requirements on UDM/ARPF are not detailed enough in 33.501; limiting the storage of long-term key K to be in the ARPF (= HE/AuC), but 23.335 allows also the storage of the long-term key K in another repository (UDC/UDR) if encrypted stored and encrypted transferred. Thus, 33.501 should align with common practice.
· Requirements on UDR are missing in 233.501
· 23.501 specifies that UDM uses “subscription data” and “authentication data” that may be stored in UDR. In a different clause, 22.501 assumes subscription data include authentication data. This has been interpreted and specified by CT4 in a way that the data type "subscription data" contains a subtype “authentication subscription data” (reference 29.505). 
· Nudr_DM service allows NF consumers to retrieve, create, update, subscribe for change notifications, unsubscribe for change notifications and delete data stored in the UDR, based on the set of data applicable to the consumer, which are for example UDM, PCF, and NEF. Nudr_DM service need to be analysed if authorization to access sensitive data defined can be limited to the sub-data type of subscription data, i.e. AuthenticationSubscription data since service access authorization based on OAuth is only at service level and not at the data/dataset level accessible via the service. In other words, 23.501/23.502 allows only at service level to restrict which NFs are allowed to consume a service. However, each service allows a set of operations (methods), but access and update is regulated on service level only. 
· The term “authentication data” is used in 33.501 for “authentication vector” (CK, IK, RAND, AUTN, and XRES) or “transformed authentication vector” (CK', IK', RAND, AUTN, and XRES) and should not be used for sensitive data that may be stored in the UDR; thus, a new term need to be introduced for sensitive data that may be stored in the UDR
· LS from SA mentioned an interface between UDM and ARPF. Rel-15 assumes that ARPF is only accessed via UDM, thus, no interface is needed. 

· LS from SA mentioned that the restrictions as originally requested by SA3 (only storage of sensitive data in ARPF) may be addressed in Re-16. Nokia does not see the need. UDM/ARPF has an execution environment to provide the authentication data back to AUSF. UDM/ARPF is also a repository, but it is left to deployment (i.e. out of scope), which data are stored. In addition to UDM/ARPF, the UDR may be used as repository. In contrast to the ARPF, the UDR data is specified.

4
Detailed proposal

Proposal 1: The following requirements on UDM/ARPF (clause 5.8.1) are introduced or proposed as update:
· The long-term keys and the cryptographic parameters used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave in cleartext the secure environment of the UDMARPF.

· The cryptographic operations that make use of the long term keys and the cryptographic parameters used for authentication and security association setup purposes shall always be executed within the secure environment of the ARPF. 

NOTE: As deployment options, the ARPF may contain a the secure environment such as an HSM (Hardware Security Module) dedicated to ARPF use only .

Proposal 2: The following requirements on UDR are proposed:
· The UDR shall only allow authorized access to or modification of subscription authentication data if stored in this repository. 

· For sensitive data, requested from the UDR, encryption shall be required when transfered to the requesting network function.

· Authentication subscription data may be stored in the UDR.

· Authentication subscription data that represents sensitive data (e.g. the permanent key K) shall always be encrypted when stored in the UDR.

· Access to authentication subscription data in the UDR shall be limited to the UDM.
and missing reference, acronym and explanation to UDR are given.
Proposal 3: Definition for “authentication subscription data” for the storage of sensitive data stored in the UDR or in a proprietary repository is introduced as follows:
· Data stored in a repository, e.g. UDM/ARPF or UDR, that is needed to generate authentication data. This includes e.g. the authentication method, the encrypted permanent key K, a parameter set identifier used to retrieve parameters and decrypt the encrypted permanent key within the secure environment of UMD/ARPF, e.g. the HSM, sequence number, authentication management field (AMF), and other identifiers or encrypted keys specified by this specification.
Proposal 4: The data type AuthenticationSubscription should not be part of subscription data, since any NF that is allowed to use the Nudr_DM service would be able to read or to update the data record on authentication credentials with the current data model for UDR (see 23.905 clause 5.2.12). Thus, it is proposed to separate "authentication subscription data" from "subscription data".

Proposal 5: For access to “authentication subscription data” a dedicated Nudr service for authentication subscription data management should be used that is only accessed by UDM as a consumer.
Proposal 6: LS to SA2 and CT4 to update their specifications respectively according to proposals 1-5.
Proposal 7: Whether a study on interface UDM – ARPF is useful could be analysed in Rel-17.
