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1
Decision/action requested

It is proposed to agree the pCR S3-191974.
2
References
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3
Rationale

This contribution analyses possible attacks against privacy of CAG ID based on the current CAG access control mechanism. The detailed security threats and requirements are illustrated in the pCR S3-191974.
4
Detailed proposal

4.1
Support for PLMN with integrated NPN access

A former discussion paper S3-191106 has illustrated the procedure of CAG access control. The figure is showed again here for convenience.
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Figure 1: CAG Access control during initial Registration Procedure

In step 4, the UE sends the selected matching CAG ID in plain text over the air. A passive attacker may capture the message and obtain the information of a specific user requesting to access a specific CAG, which can be used to establish the linkage of the user and the CAG. On the one hand,by combining other information of that specific user, the adversary may be able to depict the user characteristics more accurately and with more detail. On the other hand, by combining information from multiple users who requested to access the same CAG, the adversary can find particular characteristics of the CAG.

4.2 Confidentiality and Privacy for PLMN integrated NPN access
It is  proposed to address the issue of CAG ID privacy. The detailed security threats and requirements are illustrated in the pCR S3-191974.
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