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Justification

The capabilities provided by the 5G, e.g. high transmission speed, high reliability, low latency, network slicing, etc. are very attractive for vertical industries. Many vertical industries are considering replacing their private network with 5G slicing capabilities. One of the feedbacks from the vertical industries is the data protection endpoint should be in the core network rather than in the base station. Some reasons are as follows:
· Base station deployments may be exposed to attacks, which can compromise the confidentiality, authenticity and integrity of UP.
· It cannot be assumed that customers always use an application layer security solution to guarantee the confidentiality, authenticity and integrity of UP.
· Compared with base stations, the service nodes located in the core network can provide more powerful security computing capabilities, which will help reduce communication delay. Ultra low latency is very important for some vertical industries.
Some other security issues raised by the UP security endpoint are described as follows:
· Virtual operators need to rent RAN resources of other operators. From the perspective of a virtual operator, a base station is not an absolutely trusted device.
· UE can connect to the 5GC through 3GPP and non-3GPP access points, and the number of access points can be very large. In addition, there may be many independent parties controlling the various parts of the access network. All of this increases the risk of vulnerable and/or compromised nodes in the network.
· Even if IPSec is implemented in the backhaul, communication security is hop-by-hop. In this case, communication security also depends on the security hardening of gNB.
4
Objective

The objectives of this study are as follows:

· Study key issues and identify the security requirements for supporting user plane security termination point in 5GC.

· Identify the potential solutions to cover these security requirements.
NOTE 1: 
The potential solutions shall meet LI requirements.
Both non-roaming and roaming scenarios will be considered.

Any architectural implications for the CN or RAN will be coordinated with SA2 and RAN WGs.
NOTE 2: 
The study shall not address the key issues and solutions related to CIoT that is studied in TR 33.861.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	33.xyz
	Study on user plane security termination point in 5GC
	SA#89 (Sep. 2020)
	SA#90 (Dec. 2020)
	Wei Zhou, ( Rapporteur)

CATT, zhouwei@catt.cn 


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}

{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}
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