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1
Decision/action requested

It is requested to include this potential solution in TR 33.836.
2
References

[xx]
3GPP TR 33.836, v0.1.0, Study on Security Aspects of 3GPP support for Advanced V2X Services
[xy]
3GPP TS 23.287, v1.0.0, Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X)
[xz]
3GPP TS 33.501: “Security architecture and procedures for 5G system”
[yy]
3GPP TS 23.285: "Architecture enhancements for V2X services".
3
Rationale

Key issue #6, ‘Security of the UE service authorization and revocation” in clause 5.6 of TR 33.836 [xx] has potential security requirements as follows:

“The 5G System shall secure the eV2X UE Service authorization and revocation.

The eV2X UE Service authorization and revocation procedures shall be confidentiality, integrity, and replay protected.”
This pseudo CR tries to address how this requirement could be satisfied in the scope of 3GPP. The principles and procedures of service authorisation and provisioning for V2X communications are specified in clause 5.1 “Authorization and Provisioning for V2X communications” of TS 23.287 [xy]. The UE may be authorised to use V2X communication over PC5 per PLMN basis (for E-UTRA and/or NR) by the PCF in the HPLMN (or by Application server via PCF or V1 reference point). The authorisation (and revoking) and provisioning procedure will be protected by 5G Security as in TS 33.501 [xz].
A remaining potential issue might be whether and how a UE or a serving/home network can verify if another UE in the V2X communication is authorised. If the communication is over Uu, it would be checked by the network as usual. If it is V2X communication over PC5, the network can check the authorisation of UE in network-scheduled mode. However, if the UE is out-of-coverage, there is no explicit way of determining if the UE complies authorisation policy provided by the network. It could lead to misuse of radio resources by unauthorised UE for V2X communication over PC5.
Having said that, this is not the new case – LTE V2X broadcast (see TS 23.285 [yy]), or device-to-device communication in out-of-coverage such as in ProSe service does not check whether another device in communication is authorised to use a RAT of the PLMN. What really matters comes from the use of V2X service data, which should be cover by V2X application layer (e.g. misbehaviour detection of ITS standards). Therefore, new solution for authorisation check by a peer UE in V2X communication is not necessary, although such mechanism could add extra value.
To conclude, the potential security requirements of KI #6 could be met with TS 33.501 [xz]. Additional checking by a peer UE of V2X communication in out-of-coverage is not a necessary condition, although this does not exclude possible supplementary solution.  
4
Detailed proposal

It is proposed to include the following changes in TR 33.836 [xx].
*** Start of the Change 1 ***
2
References
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[5]
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*** End of the Change 1 ***
*** Start of the Change 2 ***
6.Y
Solution #Y: Security protection of service authorisation

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

This solution address key issue #6 ‘Security of the UE service authorization and revocation’ in clause 5.6. 

6.Y.2
Solution details

The procedures of V2X service authorisation is specified in clause 5.1 of TS 27.287 [4], and allowed RAT(s) per PLMN basis are provisioned by PCF to UE or by Application server via PCF. The protection of the procedures are provided by security procedures in TS 33.501 [xz]. 

NOTE: Mitigation of misbehaviour of unauthorised UE(s) for V2X communication over PC5 could be supported in application layer.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

For further study.

*** End of the Change 2 ***
