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3GPP™ Work Item Description
For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 	Work item on Security aspects of Enhanced Network Slicing 
Acronym: 	eNS-SEC
Unique identifier: 	
 
1	Impacts
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2	Classification of the Work Item and linked work items
2.1	Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	WI # 820023
	New WID: Enhancement of Network Slicing
	SA2 WID

	
	
	



2.3	Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	790011
	Study on network slicing enhancement (FS_eNS)
	SA2 SID

	WI # 810034
	Study on security aspects of enhanced network slicing (FS_eNS-SEC)
	SA3 SID



3	Justification
Network slicing is one of the most important features in 5G.  In Rel-16, architectural aspects of enhanced network slicing, particularly Slice specific authentication and authorization was studied in SA2 in TR 23.7 xx. The security aspects of the Slice specific authentication and authorization was studied in SA3 in TR33.813. 
SA2 has completed its work on enhancement of Network Slicing in 5GC after reaching conclusion during their study phase. In SA3 the study, FS_eNS-SEC has progressed significantly to warrant moving to normative phase after reaching conclusions on multiple key issues (security solution for Slice specific authentication, security of slice specific user identity, etc). Without normative security enhancement specifications to support SA2’s work, Enhanced Network Slicing support in R16 cannot not be realized. 
It is proposed to convert the agreed solutions for the three key issues into normative text to TS 33.501.
4	Objective
The objectives of this Rel-16 SA3 work is to specify security solutions for Enhanced network slicing :
Specify normative solutions for the Slice specific authentication and authorization based on the conclusion of the study. More specifically, the work item will address the following aspects:
· Key Issue #1 Authentication for access to specific Network Slices, Solution1, solution2 and solution4 as concluded in the study will be the basis. 
· Key Issue #4: Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization, as concluded in the study will be the basis.
· Key issue #5: Access token handling between Network Slices, as concluded in the study will be the basis.

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	Series
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
“Internal TR” is intended for 3GPP internal use only whereas “External TR” may be transposed by Ops.}
{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as “Remarks”.}

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	33.501
	Security enhancements to support Enhanced network Slicing 	
	SA#86, Dec, 2019



6	Work item rapporteur(s)
Suresh.p.nair@nokia.com

7	Work item leadership
SA3

8	Aspects that involve other WGs
Management aspects will be covered by SA5.
Architecture aspects will be covered by SA2.
9	Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	ZTE 

	NTT DoCoMo 

	NEC 

	Interdigital 

	AT&T 

	Ericsson 

	LG Electronics 

	Lenovo 

	Motorola Mobility 

	China Mobile 

	CATT 

	TMO-USA

	Huawei 

	HiSilicon

	Deutsche Telekom 

	Gemalto 

	Samsung

	NCSC

	BT




