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GSMA LS S3-191743  was postponed in the last SA3#95 meeting.
GSMA LS states:

“ 

Introduction

GSMA has been made aware, through its Coordinated Vulnerability Disclosure (CVD) Programme, of a new piece of research. One of the vulnerabilities highlighted in the new research relates to the way UE radio network capabilities are handled in 4G and 5G systems. The researchers have agreed that high level details of this vulnerability can be shared publicly with 3GPP prior to publication of their full paper at a conference in May 2019.

Item for Consideration 

Currently the 3GPP RRC specifications allow the UECapabilityEnquiry procedure to occur before RRC security establishment. This exposes the UE capabilities to tampering by a man-in-the-middle attacker on the radio interface, which can result in degradation of service e.g. downgrading the UE’s maximum throughput. Since the UE capabilities are persistently stored in the network, the impact of the attack can last for weeks, or until the UE is power cycled. Such attacks can have a particularly high impact on unattended IoT devices. The researchers have demonstrated the feasibility of the attack using low cost equipment.

Nokia comment: Researchers have demonstrated that multiple parameters of the UE, its software version, applications etc can be extracted by using UECapabilityEnquiry procedure, thus restricting the capability of the UE as well as compromising the privacy of the UE.
The GSMA CVD governance team is not currently aware of any legitimate reason to fetch UE radio network capabilities before RRC security establishment so would like to request 3GPP to consider changing its specifications to prohibit the eNodeB or gNodeB from running the UECapabilityEnquiry procedure before RRC security establishment in order to address the vulnerability. Changes on the UE side are not needed to address this particular vulnerability.

Nokia comment: In LTE, UECapabilityEnquiry procedure was allowed before the AS security setup to allow for Emergency voice call without SIM. UECapabilityEnquiry may be required for the Emergency voice call setup, but for all other scenarios, there is no reason not to protect this exchange. Hence it should be specified this UECapabilityEnquiry should be done only after AS security setup, only exception being emergency calls initiated by the UE.

Action to SA3 and RAN2: GSMA would appreciate a response as soon as possible, preferably before the next RAN/SA plenaries.“

Nokia comment: recommend to reply to the GSMA LS that there is a security risk if the UE Radio capability exchange is not protected and hence it should be allowed only after AS security set up.

