3GPP TSG-SA WG3 Meeting #95-BIS 
S3-191935
Sapporo (Japan), 24-28 June 2019
revision S3-19abcd
Source:
Huawei, HiSilicon
Title:
Add evaluation to Solution 8
Document for:
Approval

Agenda Item:
8.11 FS_eNS_SEC
1
Decision/action requested

Aprove pCR with one more security feature identified. 
2
References

3
Rationale

Evaluation is added to the solution. 
4
Detailed proposal

pCR 
***
BEGINNING of CHANGES
***
7.8
Solution #8 Protecting NSSAI for transmission on the AS layer

7.8.1
Introduction

This solution addresses the Key Issue #6 Confidentiality protection of NSSAI and home control.

This solution aims to provide a method of protecting the S-NSSAIs that will be transmitted on the AS layer in a way that is compatible with Rel-15 UEs. In this solution, UE and RAN are offered a temporary NSSAIs (T-S-NSSAIs) instead of cleartext S-NSSAIs in registration procedure. After that, the T-S-NSSAIs will be used in the AS layer.

This temporary NSSAI needs to be updated frequently to preserve the privacy.

7.8.2

Solution details

Figure 7.8.2-1 illustrates this solution
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Figure 7.8.2-1: NSSAI protection during the RRC connection establishment
0.
The UE has registered successfully to a PLMN and 5G NAS security context has been created. 

1.
In the registration procedure, core network provides allowed S-NSSAIs according to requested S-NSSAIs, in addition, T-S-NSSAIs will be created.

2.
In registration accept message, T-S-NSSAI will be sent to UE instead of cleartext S-NSSAIs. CN also sends T-S-NSSAIs to NG-RAN in a separate message.

3. 
In a registration request message, UE transmit T-S-NSSAIs in RRC message.

4.
RAN is able to restore allowed S-NSSAIs according to T-S-NSSAIs.

Editor’s Note:
Details are needed on how NSSAI is configured in SN.

7.8.3
Evaluation 

This solution addresses the key issue #3, the solution is able to protect the privacy of NSSAI in air interface. Besides, the solution introduces no extra message exchanges to the existing procedures, and there is no extra computation in UE. 
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