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1
Decision/action requested

This contribution proposes some evaluation for solutions #4 and #18 on providing integrity protection for EDT
2
References
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3
Rationale

Solutions #4 and #18 propose to include some hash of the data being sent by EDT in the calculation of Short MAC-I to provide integrity protection of that data. An attacker can bid down the application of the integrity protection by, for example, acting as a MitM between the UE and network and rejecting the resume request. This results in the UE transitioning to idle and then connecting to send the data. The data will be sent without integrity protection (if that user plane bearer has no integrity protection) and hence the adding integrity protection to the EDT data has been bid-down. 

It is proposed to capture this reasoning in the evaluations for solutions #4 and #18.  
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
6.4.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

An attacker can bid down the application of the integrity protection by, for example, acting as a MitM between the UE and network and rejecting the resume request. This results in the UE transitioning to idle and then connecting to send the data. The data will be sent without integrity protection and hence the adding integrity protection to the EDT data has been bid-down.
**** NEXT CHANGE ****
6.18.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

An attacker can bid down the application of the integrity protection by, for example, acting as a MitM between the UE and network and rejecting the resume request. This results in the UE transitioning to idle and then connecting to send the data. The data will be sent without integrity protection and hence the adding integrity protection to the EDT data has been bid-down.
**** END OF CHANGES ****

