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1
Decision/action requested

This contribution proposes a solution to ensuring that modification to the CAG list is only done in a secure manner
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Rationale

As noted in key issue # 6.3 in TR 33.819 [1], there is a threat to allowing the CAG list in the UE to be modified using an unprotected message (see below extract from the key issue):
“In the procedure adopted by SA2, the UE updates its Allowed CAG list (i.e., removes a CAD ID entry from the list) in response to a Registration Reject with the appropriate cause code. When such Registration Reject is not protected, an active attacker may attempt to send a Registration Reject message to the UE with the appropriate code causing the UE to remove the CAG ID from its Allowed CAG list. …..”

A similar issue exists in UTRAN and LTE and the solution in both of these cases was to only modify the CSG list with successfully protected messages (see clause 4.7.1.2a.1 of TS 24.008 and claue 4.4.4.2 TS 24.301 for the handling of Reject messages with cause code #25 which is the cause code related to CSG list change). It is proposed that the same method is applicable for 5GS and hence the below solution should be included in TR 33.819.
Clearly the solution fulfils the requirement (see below) form the key issue:

“The 5G System shall be able to provide protection against persistent DOS attack caused by unauthorized removal of entries from the UE’s Allowed CAG ID list.”

as the UE will only modify the CAG list if the Registration Reject requesting such a modification is successfully integrity protected. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
6.X
Solution #X: Using NAS security for messages that modify the CAG list 

6.X.1
Introduction

This solution addresses key issue #6.3: DoS attack in Public integrated NPN which is performed by modifying CAG lists in the UE using unprotected NAS messages.
The proposed solution is simple that the UE should only modify the CAG list based on a successfully integrity protected message. 
6.X.2
Solution details

The solution is to simply protect the messages that are used to modify the CAG list in the UE using the existing NAS security. Namely,

When the AMF wants to modify the CAG list in the UE, the AMF applies the NAS security to such messages; and

The UE only modifies its CAG list based on receiving a successfully integrity protected NAS message requesting the UE to modify its CAG list.
6.X.3
Evaluation

The solution fulfils the requirement in key issue #6.3.

The impact of the solution is to require the AMF to protect NAS messages that modify the CAG list in the UE and the UE to only modify the CAG list based on a successfully integrity protected NAS message. 

**** END OF CHANGES ****

