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1	Decision/action requested
This pCR fixes some edotirial issues in the latest version of TR 33.861.
2	References
[1]	3GPP TR 33.861, Study on evolution of cellular IoT security for the 5G system, v1.1.0 (S3-191677)
3	Rationale
The latest version of TR 33.861 [1] contains some editorial errors. There are two sets of clause 5.10 in the document, thus for the following clauses need to be renumbered. The 2nd level and 3rd level header style for new (renumbered) 5.11 (Heading 2) and 5.11.x (Heading 3) needs to be fixed also so they will show up in the ToC correctly.  There is 1 minor editorial correction in clause 6.14.1.

4	Detailed proposal
It is proposed to approve the following changes for inclusion in [1].

***	BEGIN CHANGES	***
[bookmark: _Toc8813344][bookmark: _Toc8813176][bookmark: _Toc8813010][bookmark: _Toc8413951]5.10	Key issue #10: User Plane data transmission with Connectionless signalling.
[bookmark: _Toc8813345][bookmark: _Toc8813177][bookmark: _Toc8813011][bookmark: _Toc8413952]5.10.1	Description
This key issue addresses User Plane data transmission with Connectionless signalling solutions which supports infrequent small data transmission. In addition, it also provides improvements in UE TX Power Saving Functions, Overload Control for small data by avoiding CP messages for PDU session set up at every data transmission occurrence. 
The Connectionless service also covers the requirement for (Massive) IoT UEs that may move and need to send sporadic (potentially small amount) data: in this case the UE sends data to the 5GC via the user plane path without requiring more signalling in the network (RAN and Core) than the amount of user data to be transferred.
Connectionless service supports a fast switch from IDLE state to a CL-data state where data transfer occurs.
The UE registers to the network and set-up a PDU session that is indicated for CL signalling. When the UE exchanges MM or SM related signalling with the network a N2 connection is set-up. Once the MM or SM transaction(s) are over the N2 connection for the UE is released. 
Once the PDU session has been established, the UE is able to send and to receive data without any need to first set-up a connection on N2 or N3. All user plane traffic is carried over an N3 tunnel that can be shared by all active connectionless mode UEs that are currently being served by the same RAN node and the same PDU session type on the same UPF.
[bookmark: _Toc8813346][bookmark: _Toc8813178][bookmark: _Toc8813012][bookmark: _Toc8413953]5.10.2 	Potential security threat
Since the RAN node doesn’t use a UE specific security context to protect the transmission of the UE, the Connectionless radio resources of the RAN node could be consumed by UEs which are not authorized for this service. RAN node can be attacked to exhaust all the radio resources. 
Unauthorized UEs also may send invalid junk data to the UPF, which might transmit further in to the core network consuming all the bandwidth. Hence it should be possible for the UPF to receive Connectionless data packets only from legitimate UEs already registered for the service with SMF.
The connectionless data from the UE may be manipulated by the man in the middle. If the data is not encrypted, there is no privacy for the data. Also, if the data is not integrity protected, the data may be subject to manipulation.
[bookmark: _Toc8813347][bookmark: _Toc8813179][bookmark: _Toc8813013][bookmark: _Toc8413954]5.10.3 	Potential security requirements
It should be possible for RAN node to allow Connectionless service only genuine UEs who have successfully registered for CL service with the SMF.
It should be possible to for the termination points to receive the Connectionless data only from legitimately regsitered UEs for the Connectionless service.
[bookmark: _Hlk528847097]It should be possible for the UE and termination points to encrypt and decrypt the Connectionless data packet with UE specific security keys.
IT should be possible for the UE and termination points to integrity the Connectionless data packet with UE specific security keys.
5.110	Key Issue #110: Bidding down attack for NAS based redirection between core networks
5.110.1	Key issue details
It is agreed in clause 8.15 in TR 23.724 [9] that core network selection for CIoT could be addressed to use NAS based redirection solution. That is: When a UE triggered registration either in EPC or 5GC network, network may redirect the UE to target system by indication in the NAS layer due to operator policy, e.g. due to roaming agreements, UE's Preferred and Supported Network Behaviour, load redistribution, etc.
However, as shown in Figure 5.10.1-1, when the UE is redirected from 5GC to EPC network, the UE is requested by the network in a Registration Reject message which is sent before NAS SMC and meanwhile the RRC security is not activated. Thus, the UE has bidding down security threat when an attacker forges a registration reject message to the UE to force the UE from 5GC to EPC network.


Figure 5.10.1-1	Redirection from 5GC to EPC network
When the UE redirects from 5GC to EPC network, some security enhancement feature in 5G may be not available anymore, e.g. SUPI protection, initial NAS protection, etc. The UE privacy may be exposed.
5.110.2	Security threats
Attacker may forge a registration reject message to the UE to force the UE redirect from 5GC to EPC network, may lead unavailable of 5G security enhancement feature, e.g. SUPI protection, initial NAS protection, etc. The UE privacy may be exposed.
5.110.3	Potential security requirements
5GS shall  protect the redirection message.
[bookmark: _Toc8813348][bookmark: _Toc8813180][bookmark: _Toc8813014][bookmark: _Toc8413955]5.121	Key Issue #121: Privacy protection of new parameters for CIoT included in NAS message 
[bookmark: _Toc8813349][bookmark: _Toc8813181][bookmark: _Toc8813015][bookmark: _Toc8413956]5.121.1	Key issue details
The 3GPP TR 23.724 [2] has recommended many solutions for normative work where many of the solutions implies that new parameters for CIoT will be included by the UE in the NAS message to the AMF. Some of these new parameters for CIoT may require encryption if they are privacy sensitive. Each new parameter introduced by the various solutions needs to be checked whether it can be sent in clear text or not.
For example, in the recommended solution #9 in 3GPP TR 23.724 [2] for normative work, the UE may indicate preference for MICO mode and optionally request and indicate a preferred Active Time value to the AMF during an initial Registration or Registration Update procedure. 
[bookmark: _Toc8813350][bookmark: _Toc8813182][bookmark: _Toc8813016][bookmark: _Toc8413957]5.121.2	Security threats
Threat to be protected against is: re-identification of UE by exchanged parameters and associated UE behaviour.
[bookmark: _Toc8813351][bookmark: _Toc8813183][bookmark: _Toc8813017][bookmark: _Toc8413958]5.121.3	Potential security requirements
TBD

***	NEXT CHANGES	***
[bookmark: _Toc8813425][bookmark: _Toc8813257][bookmark: _Toc8813091][bookmark: _Toc8414032]6.14	Solution #14: Privacy protection of new parameters for CIoT included in NAS messages
[bookmark: _Toc8813426][bookmark: _Toc8813258][bookmark: _Toc8813092][bookmark: _Toc8414033]6.14.1	Introduction
This solution addresses key issue #12Y: Privacy protection of new parameters for CIoT included in NAS messages. 
TR 23.724 [2] recommends many solutions for normative work, where some solutions requires that new parameters for CIoT need to be included by the UE in the NAS messages to the AMF. Some of these new parameters for CIoT may require encryption if they are privacy sensitive.
Each new parameter for CIoT introduced by the recommended solutions in TR 23.724 [2] for CIoT Rel-16 needs to be checked whether they are privacy sensitive or not i.e. whether they can be sent in clear text or whether they need to be sent ciphered.
[bookmark: _Toc8813427][bookmark: _Toc8813259][bookmark: _Toc8813093][bookmark: _Toc8414034]6.14.2	Solution details
The protection of the initial NAS message in 5G was defined in Rel-15 and is described in clause 6.4.6 in TS 33.501 [8].
It is proposed to re-use the security solution for the initial NAS message in Rel-15 described in clause 6.4.6 in TS 33.501 [8] in order to provide privacy for the new parameters for CIoT which are privacy sensitive.
[bookmark: _Toc8813428][bookmark: _Toc8813260][bookmark: _Toc8813094][bookmark: _Toc8414035]6.14.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

***	END OF CHANGES	***
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