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Attachments:

1. Overall Description:

SA Plenary has ruled in SP-190581 that SA3’s proposal to CT4 to disallow the storage of the authentication data in the 5G UDR for Release 15 is not agreeable for the following reasons: 

· Release 15 is frozen

· Storing authentication data in the UDR is in-line with the current functional requirement specified in TS 23.501

·  Storing authentication data in the UDR was done in previous generations following SA3 guidance and recommendation during the earlier work on User Data Convergence (UDC). 

In SP-190581, SA Plenary has asked SA3 to:

· Take into account the deployment option where the authentication data is stored encrypted in the UDR for Release 15

· Adequately document the security requirements to enable 1) the storage of sensitive data such as authentication credentials in the UDR and 2) the transfer of such data over the Nudr interface and 3) a stateless UDM as per SA2 requirements.  

· Storage of the authentication credentials in the ARPF and the interface between the ARPF and the UDM/HSS should be considered and specified in Rel-16, as per normal working procedures.

Based on the SA Plenary’s decision, SA3 has reconsidered the original CT4 LS that initiated the discussion on storage and retrieval of authentication data from the Release 15 5G UDR and is in the process of modifying 33.501 Release 15 to allow secure storage and retrieval of authentication data from the Release 15 5G UDR.
In moving forward with the Rel-16 guidance from SA Plenary regarding ARPF, SA3 would like to separate ARPF from UDM and also provide the option for ARPF to obtain authentication data from either a secure and dedicated data repository or from the 5G UDR (backwards compatibility).  SA3 is proceeding with changes to Release 16 TS 33.501 to allow this separation of UDM and ARPF and including the options for ARPF to obtain authentication data from either a secure and dedicated data repository or from the 5G UDR (backwards compatibility).
SA3 would like to include the ARPF as a separate entity from the UDM in the Release 16 TS 23.501 architecture so that UDM can be stateless as per SA2 requirements, yet also allow operators the option for ARPF to obtain authentication data from either a secure and dedicated data repository or from the 5G UDR (backwards compatibility).
2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 group to include the Authentication credential Repository and Processing Function (ARPF) network function into the Release 16 TS 23.501 architecture as a separate entity from the UDM and create a UDM/ARPF interface which will allow CT4 to begin creating the ARPF stage 3 protocol work.  This will allow the UDM to be implemented as a stateless network function.  SA3 also kindly asks for a reference be included in the Release 16 TS 23.501 to indicate that the options for the retrieval of the authentication data by the ARPF can be found in Release 16 TS 33.501.
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