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1. Overall Description:
In the course of the 5G false base station study, SA3 has investigated the security threats of exchanging the UE Capability Information before the AS security context is established; e.g., If the UE Capability Information is exchanged before AS security context, the information can be tampered with by man-in-the-middle due to lack of protection on the exchange. SA3 would like to recommend that UE Capability Transfer procedure be exchanged and initiated by the 5G RAN only after AS SMC is completed and the AS security context is established.

SA3 would like to request RAN2 feedback on whether there is an issue in mandating UECapabilityEnquiry to be only exchanged after the AS SMC is complete and after the AS security context is established as mentioned above.

2. Actions:
To RAN2 and RAN3 group.
ACTION: SA3 kindly requests RAN2 to evaluate whether mandating UE Capability Transfer procedure to be done only after AS SMC completed and AS security context is established and inform SA3 if RAN2 finds any issue in this requirement.


3. Date of Next TSG-SA WG3 Meetings:
SA3#96	                26 - 30 August 2019			Wroclaw, Poland
SA3#96-adhoc	                14 - 18 October 2019			TBD, China
	

