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1
Decision/action requested

This paper proposes to add a new key issue on UP security policy for the 5GLAN Group.
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3
Rationale

This paper proposes to add a new key issue for 5GLAN group communication in TR 33.819 [1]. This key issue addresses the security aspects of key issue #4.1: 5GLAN Group Management in TR 23.734 [2].
TR 23.734 [2] has recommended solution #29 "Unified architecture for 5G LAN-type service" for the normative work for 5GLAN group communication.
4
Detailed proposal

**** BEGIN CHANGES ***

5.3
Key Issues related to Security for 5G LAN services

5.3.x
Key Issue #3.x: UP security policy for the 5GLAN Group
5.3.x.1
Key issue details

This key issue addresses the security aspects of key issue #4.1: 5GLAN Group Management in TR 23.734 [3].
TR 23.734 [3] has recommended solution #29 "Unified architecture for 5G LAN-type service" for the normative work for 5GLAN group communication.
PDU sessions established by different UE’s belonging to one and the same 5GLAN group will be handled by the same SMF. The SMF is responsible for managing the PDU sessions belonging to the 5GLAN group, for example it includes the management of the total number of established and activated PDU Sessions.
During the PDU session establishment, the 5G Core Network shall determine and provide the UP security policy for a PDU session to the gNB connected to 5GC according to TS 23.501 [xx] and TS 23.502 [xx]. This key issue investigates whether there is a problem if the 5G Core Network enforce different configurations of UP security (encryption and integrity protection) in the UP security policy for multiple PDU sessions established with different UE’s belonging to one and the same 5GLAN Group.
5.3.x.2
Security threats

If the user plane traffic sent between the UE and the gNB for one PDU session is using lower security then the other PDU sessions for the other UE’s belonging to the same 5GLAN group, then this would imply that the security for the weakest link applies to the whole 5GLAN group. In summary, the security properties of the group communication are determined by the security properties of the weakest communication path.
For example: if encryption is switched off between the UE and the gNB for one PDU session over one path, while all other communication paths between all other UE’s and RAN nodes within the same 5GLAN group are encrypted, then the effect is that all the information exchanged within the 5GLAN group will be eavesdropped. Or if the attacker knows that integrity protection is enabled on one path between the UE and the gNB but not on a second path between a second UE and a gNB, then the attacker could insert or modify user plane data for group communication within the 5GLAN group sent over the second path.
5.3.x.3
Potential security requirements

The system shall support a single security user plane policy for a 5GLAN group. 

**** END CHANGES ***

