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1
Decision/action requested

This contribution provides some background for the CR proposed in S3-190376.
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Rationale

A recent paper [2] has shown how the lack of freshness when protecting SQNMS can be exploited by an attacker to calculate some of the least significant bits of the SQN by repeatedly challenging the UE with an old AV ({RAND || AUTN}) so that the UE sends a re-synchronisation response (AUTS). This allows the attacker to estimate the number of successful authentications that a UE has performed for certain types of SQN management schemes.
The attack exploits the fact that the keystream used to protect the SQN sent to the network as part of the re-synchronisation procedure is calculated using the long-term key K and RAND (the random challenge received from the network) only. This means it is possible to calculate the XOR between two returned protected SQNs and get the XOR between the actual SQNs as the keystream is cancelled out. From this the attack can estimate the number of successful authentications (see [2] for more details).

A simple way of adding freshness to the calculation of keystream that protects the SQN sent in a synchronisation is to use the MAC-S as an input. As MAC-S depends on the SQN, it means that the keystream is different for all SQN numbers and hence the keystreams cannot be simply cancelled out when XORed.  It is proposed to add MAC-S as an input to this calculation of the keystream in this case. An advantage of this method is it does not require changes to anything but the USIM and AuC, i.e. it works with legacy intervening nodes. This prevents allows the attack to be prevent but does not invalidate existing network deployments
A companion contribution, S3-190376, proposes a CR to TS 33.102 [1] to implement this change.
4
Detailed proposal

It is proposed that SA3 approve the CR in S3-190376.
