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1
Decision/action requested

It is proposed to add the proposed key issue to the TR 33.861.
2
References

[1]
3GPP TS 23.401 General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access (Release 16)

[2]
3GPP TS 23.682 Architecture enhancements to facilitate communications with packet data networks and applications (Release 16)
[3]


3GPP TR 23.724: "Study on Cellular IoT support and evolution for the 5G System".
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Rationale

Non-IP Data Delivery (NIDD) is a part of CIoT EPS optimisations and can be used to deliver unstructured data. NIDD is further defined in [1] clause 4.3.17.8.1 and in [2] clause 4.5.14. EPS can deliver the Non-IP data using the Service Capability Exposure Function (SCEF) node which is replaced by the Network Exposure Function (NEF) node in 5GS. 
In the last SA2 meeting SA2#129bis, SA2 concluded on the solutions to resolve most key issues in their TR 23.724 [3] for their normative work in their TS for 5G CIoT Rel-16. The conclusion for some of the key issues, e.g. Key Issue #1 for Support for infrequent small data transmission, is to include several proposed solutions as bases for normative work. NIDD considerations are mentioned in some solutions of the key issue #1 while it is not specified in others. Therefore, the NIDD interface is not fully specified yet and there is a potential for NEF leaking private information (e.g. SUPI) to the SCS/AS or AF. 
4
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: Subscription identifier exposure outside 3GPP network 
5.X.1
Issue details

The NIDD API between the NEF and the SCS/AS or AF is used for transporting data which may carry privacy sensitive information of the subscriber such as the SUPI. The NIDD API has not been specified yet and not all the potential and relevant candidate solutions for normative work for. SA2 has concluded on several key issues but not all the relevant solutions to be used for normative work include NIDD API provisions.  Therefore, the NIDD API needs to be evaluated with respect to privacy.
5.X.2
Security threats

Exposure of subscriber private data such as the subscription identifier. 
5.X.3
Potential security requirements

The 3GPP system shall not leak subscription identifier data such as the SUPI.
The AF shall not address any UE using a private subscription identifier such as SUPI. 
***
END OF CHANGES
***
