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1
Decision/action requested

It proposes a new key issue for authentication enhancement (33.846).
2
References

[1]
3GPP TS 33.501 v15.3.1
3
Detailed proposal

Correct sub-clause number when implemented in TR 33.846
***
BEGIN CHANGES
***

5.X
Key Issue #X: Linkability when AUTN verification fails
5.X.1
Key issue details

During AKA procedure, the UE will check the AUTN sent from the 5GC to authenticate the network. The AUTN contains an encrypted sequence number, i.e. SQN, which shall be monotonously increased. The AUTN also contains a MAC-tag.

When the check is failure, the UE will response a failure message to the network in plaintext. If the MAC-tag verification is failure, the UE will include a cause value indicates MAC failure in the response, and if the SQN is not larger than the UE stored, the UE will include a cause value indicates SYNC failure as well as an AUTS in the response. It is obvious that only the UE that shares the key for encrypting the SQN can verify the SQN, hence only the UE is able to response SYNC failure. 

An attacker can try to broadcast a previously captured AUTN that has been successfully verified by an UE. If a SYNC failure is monitored, then the attacker is able to identify where the UE moves to.

It needs to be studied that how to enhance the response when AUTN verification fails, so that it is not possible for an air interface monitor to identify the failure cause while the network can still know the failure cause.

5.X.2
Security threats

Without the enhancement on the response when AUTN verification fails, the UE can be traceable even privacy mechanism is deployed.
5.X.3
Potential Security requirements

The 5G system shall provide mechanism to protect the UE response when AUTN verification fails.
***
END OF CHANGES
***
