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1
Decision/action requested

It proposes a new key issue for authentication enhancement (33.846).
2
References

[1]
3GPP TS 33.501 v15.3.1
3
Detailed proposal

Correct sub-clause number when implemented in TR 33.846
***
BEGIN CHANGES
***

5.X
Key Issue #X: SUPI concealment using asymmetric algorithm
5.X.1
Key issue details

The SUPI concealment mechanism in document [1] uses asymmetric algorithm to encrypt the SUPI based on the home network public key. Nowadays, the asymmetric algorithms are not quantum safe, so, in order to make the SUCI secure enough, if asymmetric algorithms still are used for SUPI concealment, they must be changed in future to use quantum safe algorithms.

The non-null protection schemes standardized in document [1] uses ECIES. The algorithm does not create large size of SUCI, the significant impact to the size of SUCI is the UE public key included, which is 256-bit or 264 bit long. Other algorithms used for future standardized protection schemes, or for proprietary protection schemes may generate a huge size of SUCI. The current max size of SUCI exceeds 3K bytes, and may even be larger in future. It will be a significant overload to the signalling. It is very easy for an attacker to launch a signalling congestion attack by sending lots of Registration Request message with huge size SUCI (fake or replayed) to a home PLMN, which will slow down the forwarding of the legitimate UE’s Registration Request message.

Using asymmetric algorithms for the SUPI protection scheme makes the SIDF consuming lots of computing resources to de-conceal the SUPI from SUCI comparing to symmetric algorithm. It is very easy for an attacker to launch a (D)DoS attack to the home network by sending lots of Registration Request message with fake SUCI or caught SUCI, which will slow down the SIDF to handle the legitimate UE’s Registration Request message, even refuse to handle it.

It needs to be studied that how to enhance the SUPI concealment mechanism, so that it is possible for network to mitigate signalling congestion attack using huge size of SUCI, to consume less computing resources for de-conceal SUCI, and/or to be quantum safe for SUPI concealment.

5.X.2
Security threats

Without the enhancement on the SUPI concealment mechanism, home network could potentially have following impacts in some cases:
-
(D)DoS attack on UDM.
-
Signalling congestion on Nausf and Nudm interface.
-
SUPI leakage over the air if quantum computing emerges.
5.X.3
Potential Security requirements

The 5G system shall provide mechanism for SUPI concealment with one or more following enhancements:

-
Signalling congestion mitigation.

-
Less computing resource consumption for SUCI de-concealment.

-
Quantum safe for SUPI concealment.
***
END OF CHANGES
***
