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Decision/action requested

It proposes a new solution for handover low latency services.
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Detailed proposal

***
BEGIN CHANGES
***

6.Y
Solution #Y: Enhancement of handover with direct Xn tunnel for single user plan path
6.Y.1
Introduction

This key issue addresses the security aspects of key issue #2: Supporting low latency and low jitter during handover procedure in SA2 TR 23.725 [xx].

In order to avoid additional latency introduced by AS key change and/or algorithm change during handover, AS keys can be retained during intra-gNB handover. If the handover is between two gNBs, AS key change is unavoidable, and the latency increased by key change is critical for low latency services.

In order to forward the cached PDCP data (not the GTP-U data from UPF) in the source gNB to the target gNB during handover, the source gNB shall first unpack and decrypt the PDCP data with the old AS keys, and then forward them to the target gNB. The target gNB then encrypts the forwarded data with new AS keys. The unnecessary decryption and encryption introduce the latency.

6.Y.2
Solution details

In order to avoid additional decryption and encryption, the PDCP data protected with old AS keys need to be forwarded. The following figure illustrates the procedure:
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Figure 6.Y.2-1: Enhanced handover for low latency services
1. The source gNB decides to trigger a relocation on N2 interface.

2. The source gNB sends a Handover Required (Source to Target Transparent Container) message to the AMF. The Source to Target Transparent Container include a low latency flag per DRB for low latency services.

3. The AMF sends Handover Request (Source to Target Transparent Container) message to the target gNB.

4. The target gNB supports low latency handover and reserves an additional downlink DRB resource for forwarding received data per the low latency services.

5. The target gNB sends Handover Request Ack (Target to Source Transparent Container) message to the AMF. The Target to Source Transparent Container contains the additional downlink DRB information. The gNB may select a TLS tunnel with null cipher algorithm and/or null integrity algorithm for the forwarding tunnel of low latency services.

6. The AMF sends Handover Command (Target to Source Transparent Container) message to the source gNB.

7. The source gNB sends Handover Command message to the UE. The source gNB still handle the downlink data from UPF in PDCP layer and forwards the PDCP data in the forwarding tunnel.

8. The UE synchronizes to new cell and derives new AS security context. The UE retains the source AS security context and ready to use it on the additional downlink DRB.

9. The UE sends Handover Confirm message to the target gNB. The UE uses the source AS security context to handle the downlink data received from the additional downlink DRB. The UE uses the new AS security context to handle the uplink data.

10. The target gNB sends Handover Notify message to the AMF.

11. The AMF informs the SMF to update session path. After the session path has been updated, the UPF sends downlink data to the target gNB and sends an end mark data to the source gNB. The source gNB forwards the end mark data to the target gNB.

12. The target gNB receives the end mark, sends a Release message to the UE to release the additional downlink DRB.

13. The UE and the target gNB release the additional downlink DRB resource. The UE remove the source AS security context.

14. The UE performs the mobility registration procedure.

15. The AMF and the target gNB performs UE context release procedure.

6.Y.3
Evaluation

Impact on 5GC:

There’s no impact on current 5GC. If there’s no Xn direct tunnel between the source gNB and the target gNB, N3 forwarding tunnel can be used, and due to the PDCP data is payload of the N3 tunnel, UPF just forwarding the data without awareness of the payload, UPF still has no impact, but the delay due to the forwarding needs to be considered.

Impact on gNB:

-
Add low latency flag in Source to Target Transparent Container per DRB for low latency services.
-
Reserve additional DL DRB for forwarding PDCP data to UE.

-
Send data from Xn forwarding tunnel directly on RLC layer of the additional DL DRB.

Impact on UE:

-
Retain source AS security context after handover.

-
Use source AS security context on additional DL DRB.

-
Remove source AS security context when additional DL DRB released.

***
END OF CHANGES
***
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