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**** START OF CHANGES ****
6.9.5
Rules on concurrent running of security procedures

6.9.5.1
Rules related to AS and NAS security context synchronization

Concurrent runs of security procedures may, in certain situations, lead to mismatches between security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be adhered to: 

1.
AMF shall not initiate any of the N2 procedures including a new key towards a UE if a NAS Security Mode Command procedure is ongoing with the UE.

2.
The AMF shall not initiate a NAS Security Mode Command towards a UE if one of the N2 procedures including a new key is ongoing with the UE.

3.
When the AMF has sent a NAS Security Mode Command to a UE in order to take a new KAMF into use and receives a request for an inter-AMF handover or an inter-RAT handover from the serving gNB, the AMF shall wait for the completion of the NAS SMC procedure (i.e. receiving NAS Security Mode Complete) before initiating an inter-AMF handover or initiating an inter-RAT handover. 

4.
When the AMF has initiated a NGAP UE Context Modification procedure in order to take a new KgNB into use, and receives a request for an inter-AMF handover from the serving gNB, and decides not to change the KAMF for the inter-AMF handover, the AMF shall wait for the (successful or unsuccessful) completion of the UE Context Modification procedure before initiating an inter-AMF handover. 

5.
Once the source AMF has initiated inter-AMF handover to the target AMF, or inter-system handover to the target MME, the source AMF shall not send any downlink NAS messages to the UE until it is aware that the handover has either failed or has been cancelled.

6.9.5.2
Rules related to parallel NAS connections

Concurrent runs of security procedures in parallel over two different NAS connections when terminated in the same AMF can lead to race conditions and mismatches between the security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be followed:

1.
The SEAF/AMF shall not initiate a primary authentication or NAS SMC procedure in case a primary authentication or a NAS SMC procedure is ongoing on a parallel NAS connection. Authentication procedures followed by a NAS SMC procedures taking the new 5G security context into use, shall be performed on one NAS signalling connection at a time.

2.
When the AMF has sent a NAS Security Mode Command to a UE in order to take a new KAMF into use and receives a context transfer request message for the UE from another AMF, the AMF shall wait for the completion of the NAS SMC procedure (e.g. receiving NAS Security Mode Complete) before transferring the context. 

3.
The UE shall not initiate a NAS registration over a second NAS connection to an AMF of the same network before primary authentication on the first NAS connection is complete.
6.9.5. X
Rules related to mapped security context during S1 to N1 handover 
Concurrent runs of security procedures during handover from EPS to 5G will lead to uncertain behavior regarding the establishment of a mapped security context. To avoid such uncertain behavior, the following shall be followed:

1.
In IRAT scenario where handover from S1 to N1 is triggered just after EPS re-authentication procedure and before security mode command on NAS level, in this case, the target AMF shall construct a mapped 5G security context from the EPS security context i.e. KASME from non-current (partial native) EPS security context which generated from re-authentication procedure as described in clause 8.6.2.
2.
In IRAT scenario from S1 to N1 is triggered just after EPS re-authentication and security mode command on NAS level and before completion of the UE Context Modification procedure on AS level, in this case, the target AMF shall construct a mapped 5G security context from the new EPS security context, i.e., KASME from after NAS SMC, as described in clause 8.4. 

**** End of Changes ****
