3GPP TSG SA WG3 (Security) Meeting #94
S3-190118
28 January – 1 February 2019, Kochi (India)


Source:
Deutsche Telekom AG
Title:
On the handling of invalid JSON patches in N32-f messages
Document for:
Discussion

Agenda Item:
7.1.13.1
1
Decision/action requested

SA3 is kindly asked to take below discussion into account 
and decide on a way forward regarding the handling of invalid JSON patches.
2
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3
Rationale

TS 33.501 [1], section 13.2.4.7, already describes how a receiving SEPP is to verify modifications by intermediate IPX providers that are contained in signed JSON patches. What is missing in the specification is a well-defined way how to deal with patches that turn out to be flawed, be it due to an invalid JWS signature or an illegitimate modification. This discussion paper describes multiple potential options.
4
Detailed proposal

The Application Lacer Security (ALS) introduced in 3GPP Rel-15 allows for N32-f message modification by means of JSON patches by authenticated intermediaries, which are authorized based on a previously exchanged modification policy. TS 33.501 [1] specifies how both the original message as well as its JSON patches are to be validated by the receiving SEPP but lacks a description of what to do with erroneous patches. There are two sensible ways of how to proceed with the affected message:
A.1
Discard the patch and notify the sending SEPP about what went wrong.

A.2
Discard the message as a whole.

While option 2 might not be immediately obvious, some PLMN operators may have special service agreements with their IPX providers, that include essential operations on signalling messages, such that the receiving NF relies on these modifications to be performed. In that case, there is no benefit in forwarding the N32-f message without the patch.

Furthermore, a well-defined procedure on how to resolve modification issues detected by the receiving SEPP could greatly reduce operational overhead at the interconnection link. Again, there are several options a SEPP has in this situation:
B.1

Silently discard the message/patch

B.2

Create a warning at a local interface / in a local log file

B.3

Signal error and cause code back to the sending SEPP

B.4

Signal error and cause code back to the sending SEPP and the IPX provider
Note that different error scenarios might require different responses by the SEPP. 
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Figure 1: Possible combinations of how to handle erroneous JSON patches.

Proposal 1: SA3 is invited to study the options outlined above and compile a list of error scenarios and correct responses by the SEPP that should follow.
Proposal 2: This error/response list should be provided to CT4, in order to include the information into the normative specification TS 29.573 [2].
