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1
Decision/action requested

It is requested to add a new key issue into TR 33.807
2
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3
Rationale

SA2 TR 23.716 has endorsed Solution #23 and #28 as the basis for normative work on FN-RG registration to the 5GC.

The FN-RG is a legacy wireline network device and doesn’t support 5G related features including N1/NAS signaling. Its registration with 5GC is indirect in the sense that the FAGF exposes N1 interface to the 5GC and generates NAS signalling on behalf of the FN-RG. In addition, it is also proposed in Solution #23 that FN-RG authentication is solely the responsibility of the FAGF and 5GC skips authenticating the FN-RG completely.

This creates number of issues, mainly in the area of how NAS signalling keys are generated in the AMF and in the FAGF. 

This pCR creates a key issue in TR 33.807 to investigate these issues further.
4
Detailed proposal

*************** Start of Change 1 ****************
5.F
Key Issue #F: NAS termination for FN-RG
5.F.1
Key issue details
According to Solution #23 in clause #23 of TR 23.716, which is endorsed as a basis for normative specification for the scenario of connecting FN-RG to the 5G core, the FAGF function in W-5GAN authenticates the FN-RG when a connection is established between FN-RG and the FAGF before registering FN-RG to 5GC on behalf of the FN-RG. In addition, the FAGF indicates to the AMF that it has authenticated the FN-RG and therefore no authentication is to be performed by the 5GC during registration of the FN-RG. 

In 5G, the AMF receives the UE-specific KAMF key at the end of a successful authentication run. The KAMF key then forms the basis for derivation of the keys required for NAS signalling. Since authentication is skipped for FN-RG, there the current procedure needs an update to trigger derivation of NAS keys in the AMF. 
Similar issue exists for generation of NAS signalling keys in the FAGF. 

This key issue is to study whether NAS security is needed for this scenario, and if so .how it is established between the AMF and the FAGF, given the constraints described above.
5.F.2
Security threats
TBD
5.F.3
Potential Security requirements

TBD
*************** End of Change 1 ****************
