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1
Decision/action requested

It is requested that proposed changes are approved.
2
References

N/A
3
Rationale

3GPP TS 23.734 has concluded on their key issue #6, i.e., access to PLMN services via NPN and vice-versa. The conclusion is that their solution #20 is chosen as baseline for normative work. Further, they have also concluded (according to their solution #21) that seamless service continuity between PLMN and NPN is achieved by dual radio support and there no protocol changes. 
In this regard, our 3GPP TR 33.819 must investigate security and privacy impacts. Otherwise, we risk having an insecure service continuity and session continuity while accessing PLMN via NPN and vice-versa.
4
Detailed proposal

**** BEGIN CHANGES ***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [0] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [0].



Service Continuity: Uninterrupted user experience of a service, including the cases where the IP address and/or anchoring point change (as defined in 3GPP TS 23.501 [x]).

Session Continuity: Continuity of a PDU Session (as defined in 3GPP TS 23.501 [x]). 

NOTE: For PDU Session of IPv4 or IPv6 or IPv4v6 type "session continuity" implies that the IP address is preserved for the lifetime of the PDU Session. 
**** NEXT CHANGE ***
The following key issue is to go under 

Clause 5.2 "Key Issues related to Security aspects on interworking between NPN and PLMN".
5.2.X
Key Issue #2.X: Security and privacy aspects of service continuity and session continuity 

5.2.X.1
Key issue details
Background

Clause 3.1 of the present document contains definition of service continuity and session continuity, as specified in 3GPP TS 23.501. 
Service continuity and session continuity do not mean transfer of service and session from PLMN to NPN and vice-versa. The continuity is in the sense of transfer from native connective to tunnelled connection, and vice-versa. In other words, there is no "roaming" (in the same sense that we use across PLMNs) between PLMN and NPN.

3GPP TS 23.734 uses the term service continuity in its key issues and solutions. That is fine because support for service continuity would cater session continuity as well. Regarding the key issue #6, i.e., access to PLMN services via NPN and vice-versa, 3GPP TS 23.734 has concluded that solution #20 is chosen as baseline for normative work. Further, it has also concluded (according to solution #21) that seamless service continuity between PLMN and NPN is achieved by dual radio support and there no protocol changes. 

In short, the chosen solution #20 works in the following way - one network (PLMN or NPN) treats another network (NPN or PLMN) as a non-3GPP access and tunnels connumication using another network's N3IWF. See Figure 5.2.X.1-1.
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	Figure 5.2.X.1-1: Baseline architecture for accessing PLMN via NPN (left) and NPN via PLMN (right)


Description

This key issue is about investigating security aspects of service and session continuity when accessing PLMN services via NPN and vice-versa. In other words, this key issue is for analysing IF and WHAT "new" security mechanisms would be required for the solution #20 in 3GPP TS 23.734.
There are several aspects that are worth investigating for security and privacy impacts, e.g., because of:
-
Nwu interfaces (NwuPLMN and NwuNPN) between UEs and PLMN/NPN N3IWFs;
-
both the PLMN and the NPN having own security contexts for UEs even though a single radio is used;

-
UEs discovering one network's N3IWF via another network's radio;
-
UEs performing PDU Session(s) handover from NPN N3IWF to NPN 3GPP RAN, and PLMN 3GPP RAN to PLMN N3IWF;

-
UEs performing PDU Session(s) handover from PLMN N3IWF to PLMN 3GPP RAN, and NPN 3GPP RAN to NPN N3IWF; 
-
etc.
5.2.X.2
Security threats
FFS
5.2.X.3
Potential security requirements
FFS
**** END OF CHANGES ***
