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1	Decision/action requested
This contribution addresses the Editor’s Notes in key issue#4 of TR 33.861.
2	References
 [1]	3GPP TR 23.791, v.1.2.0, Study of Enablers for Network Automation for 5G
3	Rationale
It is concluded in TR 23.791 [1], 
“
8.8	Key Issue 8: Performance improvement and supervision of mIoT terminals 
8.8.1	General mode for mIoT terminals
It is concluded that Solution 8 and Solution 21 are used as the basis for normative work on how misused or hijacked UEs are recognized.
NOTE:      The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
”
Thus, SA2 has defined misbehaving UE. It is proposed to refer it to address the Editor’s Note in key issue #4.
4	Detailed proposal
**********Start of 1st CHANGE **********
[bookmark: _Toc530127306]3	Definitions and abbreviations
[bookmark: _Toc530127307]3.1	Definitions
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
Misbehaving UE: A UE that is controlled by an attacker with malicious application running.
********** END OF 1st CHANGES **********

**********Start of 2nd CHANGE **********
[bookmark: _Toc475605638][bookmark: _Toc475607113][bookmark: _Toc476246433][bookmark: _Toc476326403][bookmark: _Toc530127323][bookmark: _Toc467658320][bookmark: _Toc509564621]5.4	Key Issue #4: Signalling overload due to Malicious Applications on the UE
[bookmark: _Toc450799644][bookmark: _Toc452622409][bookmark: _Toc452659382][bookmark: _Toc452659795][bookmark: _Toc452660214][bookmark: _Toc452662362][bookmark: _Toc452966473][bookmark: _Toc452966890][bookmark: _Toc452967304][bookmark: _Toc452967717][bookmark: _Toc452970026][bookmark: _Toc457917999][bookmark: _Toc457919067][bookmark: _Toc467572854][bookmark: _Toc475605639][bookmark: _Toc475607114][bookmark: _Toc476246434][bookmark: _Toc476326404][bookmark: _Toc530127324]5.4.1	Introduction
A large number of UEs performing similar actions at the same time can easily lead to a signalling attack on the network. If such an attack persists and isn’t dealt with appropriately it brings a risk for other users of the network. As such, mitigating measures should be designed to protect the networks against such attacks.
For this key issue, it is assumed that the malicious behaviour on the UE is the result of an attacker having access to the application on the UE which it can instruct to make certain requests to the network. An attacker could have obtained this access through the over the top service and could for example instruct the UE to set up dedicated bearers or request access to certain network slices. Such procedures could lead to exhaustion of resources in both the radio and the core network, which would lead to denial of service or service degradation for other users of the network.
An important assumption of this key issue is that the UE part that is responsible for executing the radio instructions remains untouched. Also, it is assumed that the USIM is not compromised. 
[bookmark: _Toc450799645][bookmark: _Toc452622410][bookmark: _Toc452659383][bookmark: _Toc452659796][bookmark: _Toc452660215][bookmark: _Toc452662363][bookmark: _Toc452966474][bookmark: _Toc452966891][bookmark: _Toc452967305][bookmark: _Toc452967718][bookmark: _Toc452970027][bookmark: _Toc457918000][bookmark: _Toc457919068][bookmark: _Toc467572855][bookmark: _Toc475605640][bookmark: _Toc475607115][bookmark: _Toc476246435][bookmark: _Toc476326405][bookmark: _Toc530127325]5.4.2	Security Threats  
Denial of service due to signalling overload. 
DDoS attacks towards the 5G core network include both large number of signal packets (e.g. NAS signalling messages) and user plane packets sent by compromised CIoT devices overloading the network. This kind of attack would lead to denial of service or at least throughput degradation caused by congestion to legitimate UEs whose traffic shares the same core network links. For example, access to the crucial core network functions (e.g. AMF) could be denied to normal UEs by one or more compromised UE(s)  repeatedly initiate(s) authentication procedures in a short period.
[bookmark: _Toc450799646][bookmark: _Toc452622411][bookmark: _Toc452659384][bookmark: _Toc452659797][bookmark: _Toc452660216][bookmark: _Toc452662364][bookmark: _Toc452966475][bookmark: _Toc452966892][bookmark: _Toc452967306][bookmark: _Toc452967719][bookmark: _Toc452970028][bookmark: _Toc457918001][bookmark: _Toc457919069][bookmark: _Toc467572856][bookmark: _Toc475605641][bookmark: _Toc475607116][bookmark: _Toc476246436][bookmark: _Toc476326406][bookmark: _Toc530127326]5.4.3	Potential security requirements
1) The 5GS shall be able to identify UEs that are operating normally and UEs that are misbehaving. 
2) The 5GS shall support a secure mechanism to isolate the misbehaving UEs from the network.
3) The 5G network shall be able to protect itself against signalling overload from specific (e.g. malicious) UEs. 
Editor’s note: Definition of misbehaving is FFS.
********** END OF 2nd CHANGES **********
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