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1. Actions:

SAGE thanks 3GPP SA3 for its liaison statement S3-183756, inviting SAGE to begin work on 256‑bit algorithms for 5G.  We have a number of questions for SA3 in response:
1. We anticipate that the following algorithms will meet SA3’s expectations (unless SAGE identifies reasons to recommend alternatives) – does SA3 agree with this working assumption?

· For radio interface encryption and integrity protection:

· An AES-based pair of algorithms

· A SNOW-based pair of algorithms (for some version of SNOW)

· A pair of algorithms based on a 256‑bit ZUC variant– where SAGE is not the designer, but coordinates evaluation and makes recommendations
· For authentication and key agreement (AKA)

· A new alternative to MILENAGE using 256‑bit AES (note that TUAK already accommodates a 256‑bit K)
2. Can you tell us more about when you think the new algorithms will be required?
· … including whether this answer is different for the AKA algorithm and the radio interface algorithms

3. Can you tell us what the required input and output parameters of the algorithms will be?  (Without this, SAGE can prepare some elements of the algorithms but not the full versions.)
· The input parameters to the 128‑bit ciphering algorithms in 5G are a 128‑bit KEY, a 32‑bit COUNT, a 5‑bit BEARER, a 1‑bit DIRECTION, and the length of the keystream required i.e. LENGTH.
· Can we assume that the inputs to the 256‑bit algorithms will be identical to those mentioned above, apart from the increased key length?
· The input parameters to the 128‑bit integrity algorithms in 5G are a 128‑bit KEY, a 32‑bit COUNT, a 5‑bit BEARER, a 1‑bit DIRECTION, and the MESSAGE.  The algorithms produce a 32‑bit authentication tag.

· Can we assume that the inputs to the 256‑bit algorithms will be identical to those mentioned above, apart from the increased key length?

· What authentication tag length(s) should be supported by the 256‑bit algorithms?

· 3GPP-specified inputs to the current MILENAGE algorithm set are a 128‑bit K, a 128‑bit RAND, a 48‑bit SQN and a 16‑bit AMF.  (MILENAGE also requires a 128‑bit operator configuration value OP, and the MILENAGE framework allows for other options within the algorithm such as varying some constant values, but this is all transparent to other 3GPP specifications.)
· Can we assume that the inputs to the 256‑bit MILENAGE alternative will be identical to those mentioned above, apart from the length of K?

· Outputs of the various algorithms in the MILENAGE set are a 64‑bit MAC-A; a 64‑bit MAC-S; a 64‑bit RES (which may be truncated to 32 bits, but this is done outside MILENAGE); a 128‑bit cipher key CK; a 128‑bit integrity key IK; and a 48‑bit anonymity key AK.  Note that TUAK is more flexible: it can provide MAC-A and MAC-S outputs of length 64, 128 or 256 bits; RES output of length 32, 64, 128 or 256 bits; and CK and IK outputs of length 128 or 256 bits.
· Would you like the new MILENAGE alternative to offer the same set of output lengths as TUAK does?
4. Can you give us more information about the performance requirements of the new algorithms, in hardware and in software?
· We note the statement in TR 33.841 that the encryption and integrity algorithms should support speeds of 20Gbps, or even more in future, both in hardware implementations and in software implementations running on commodity CPUs.  Clearly, the performance of an algorithm will depend in part on the capabilities of the underlying hardware platform or the host CPU – but we note that 20Gbps seems an extremely ambitious target for software on commodity CPUs, probably achievable only by certain AES-based modes (or algorithms that rely heavily on AES subroutines) on processors equipped with AES Native Instruction set support.

· At the same time, we note from TS 33.501 that the 128-bit algorithms currently specified for 5G are identical to those specified for LTE.  Additionally, support for user plane integrity is currently only mandatory up to 64kbps, i.e. about 5-6 orders of magnitude lower than the 20Gbps requirement (we are aware of the new SA3 study item on this topic).  Has SA3 confirmed that the existing 128‑bit algorithms are sufficiently fast, small, efficient etc?  Do they comfortably meet the performance requirements, or do they only just meet the performance requirements?  (Note that 256‑bit algorithms might in some cases naturally be slightly slower, e.g. 256‑bit AES uses more rounds than 128‑bit AES.)
· It is early days, and this is a speculative question – but we may find ourselves in a position where we have to choose between

(a) an algorithm very similar to one of the existing 128-bit 5G algorithms, able to reuse much of the existing hardware, but falling short of the 20Gbps target; or

(b) a different algorithm, coming closer to achieving 20Gbps but allowing less reuse of existing hardware

and we would like to know whether SA3 has a clear preference between those options.
2. Actions:

To 3GPP SA3

ACTION: 


SAGE requests 3GPP SA3 to answer the questions above.  We understand that some may take longer to resolve than others, and will be happy to receive the answers in stages.



