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1
Decision/action requested

SA3 is requested to endorse the proposal in section 4.
2
References

 [1]
S3-190394 / C1-190377 - LS on the need to update home network public key and key ID during Routing indicator update
3
Rationale

LS from CT1 [1] asks SA3 the following question:

“Question: Does the UE parameters update procedure which enables update of the Routing indicator at the UE due to UDM migration also need to enable, optionally, update of the home network public key and home network public key ID at the UE?”
At the last SA3 meeting, a generic security mechanism for UE Parameters Update (UPU) was agreed in TS 33.501. This mechanism allows for securely updating the parameters stored on the USIM using secure packet encoding, which is used for updating parameters such as Routing Indicator that are stored on the USIM.

The SIDF, which is collocated with the UDM, is the entity in the home network that de-conceals the SUCI into a SUPI.  A home network may have multiple UDMs (SIDFs) deployed. When an UDM that serves the UE needs to be changed to another UDM, it is not only enough to update the Routing Indicator as the home network public key and the home network public key ID associated with the UDM/SIDF may also need to be updated. This is because, it cannot be assumed (or required) that all the UDMs/SIDFs in a given home network must use the same public/private key pairs for de-concealing the SUCI as it is not a good security practice to use the same private/public key pairs for all the UDMs/SIDFs in the network. If the same key pairs are used, then there is a security risk that if the private key of any one of the UDM/SIDF is compromised then SUPI privacy is compromised for not only for the UEs served by that compromised UDM/SIDF but for all UEs served by all UDMs/SIDF the home network.
Therefore, at the discretion of the home network operator, it shall be possible to use different home network public keys for different UDMs/SIDFs.
4
Detailed proposal

It is proposed that SA3 reply to CT1 that it shall be possible for the home network operator to not only update the routing indicator during UDM migration but also the home network public key/ID associated with the UDM/SIDF. 
