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*********** Begin of 1st Change ************
4.2.3.4.3
Password policy

4.2.3.4.3.1
Password Structure

Requirement Name: Password Complexity rule

Requirement Description:
The setting by the vendor shall be such that a network product shall only accept passwords that comply with the following complexity criteria:

1)
Absolute minimum length of 8 characters (shorter lengths shall be rejected by the network product). It shall not be possible setting this absolute minimum length to a lower value by configuration.

2)
Comprising at least three of the following categories: 

-
at least 1 uppercase character (A-Z) 

-
at least 1 lowercase character (a-z) 

-
at least 1 digit (0-9) 

-
at least 1 special character (e.g. @;!$.) 

The network product shall use a default minimum length of 10 characters. The minimum length of characters in the passwords and the set of allowable special characters shall be configurable by the operator. The default minimum length is the value configured by the vendor before any operator-specific configuration has been applied. The special characters may be categorized in sets according to their Unicode category.

The network product shall at least support passwords of a length of 32 characters or greater.

If a central system is used for user authentication password policy is performed on the central system and additional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.

When a user is changing a password or entering a new password the system checks and ensures that it meets the password requirements. Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
Security Objective references: Hardening.
Test case: 

Test Name: TC_PASSWORD_STRUCT
Purpose:

To verify that password structure adheres to the password complexity criteria.
To verify that password structure is configurable as per the complexity criteria.

Procedure and execution steps:

Pre-Conditions:

1.
Tester has rights to create user account.

Execution Steps

Execute the following steps:

A.
Test Case 1

1.
The tester logs into Network Product application using admin account.

2.
The tester creates user A following the password complexity criteria.

3.
The tester logs in as user A and attempts to change their password which contains characters from all four categories mentioned in the password complexity criteria.

B.
Test Case 2

1. 
The tester logins with privileged account.

2.
 The tester modifies password structure policy on the network product by strengthening the policy (e.g. changing the minimum password length to 8+x, changing the minimum number of character Unicode categories to 4).

3.
The tester logs in as user A and attempts to change their password to a password with a strength of less than that permitted by the policy strengthened in step 2 above. 

Expected Results:

Tester can change password only if new password fulfil the password complexity criteria
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot containing the operation result or report in text form.
*********** End of the 1st Change ************
*********** Begin of 2nd Change ************
4.2.3.4.1.2
Accounts shall allow unambiguous identification of the user.

Requirement name: The network product shall use accounts that allow unambiguous identification of the user.

Requirement Description: Users shall be identified unambiguously by the network product. The network product shall support assignment of individual accounts per user, where a user could be a person, or, for Machine Accounts, an application, or a system. The network product shall not enable the use of group accounts or group credentials, or sharing of the same account between several users, by default. The network product shall support a minimum number of individual accounts per user data base,e.g. the minimum number is 100, so that accountability for each user is ensured even in large operator networks. The network product shall not support user access credentials unrelated to an account.

NOTE 1:
The network product may support independent user data bases for different access methods, e.g. one data base for command shell access on OS level and another data base for GUI access. User data bases may be stored locally on the network product or on a central AAA system that the network product accesses for user authentication.

NOTE 2:
This requirement does not preclude user group concepts for access control.
NOTE3:
The minimum number of individual accounts is relevant with the type of network product. For instance, the MME can support the minimum is set to 100, but an eNB does not need 100 account, so that the exact minimum number is negotiated between the MNO and the vendor.

Security Objective references: tba.
Test case: 

NOTE 3:
Some typical default accounts suggest that they are shared amongst several persons (e.g. vendor_xy, support), or do not allow identification of individual users (e.g. guest, ftp, anonymous). In order to avoid overlap of this test case with clause 4.2.3.4.2.2, it is assumed for this test case that such accounts have been deleted or disabled in line with clause 4.2.3.4.2.2.

Test Name: TC_ACCOUNT_DOCUMENTATION

Purpose:

To ensure that documentation of the network product does not encourage or require the use of group accounts, group credentials, or sharing of the same account between several users. To ensure that the network product does not support credentials unrelated to an account.

Procedure and execution steps:


Pre-Conditions:

1)
All user and group data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.

2)
All predefined accounts and groups are identified in the documentation accompanying the Network Product.

3)
Instructions of how administrator users can add accounts, groups, and credentials to the database(s) are provided in the documentation accompanying the Network Product.

4) 
The operations manual describes OAM user and group concepts supported by the network product.


Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1)
Review the system documentation (in particular operations manual) whether it encourages or requires the use of group accounts, group credentials, or sharing of the same account between several users.
2)
Review the system documentation whether the network product requires or supports entering credentials unrelated to an account, in order to perform specific actions, e.g. to enter a "master password" for access to privileged functions.

Expected Results:

1)
The reviewed documentation is in line with the requirement.

Expected format of evidence: 

Test report that lists the reviewed documentation (incl. release dates and versions) and the findings.
Test Name: TC_ACCOUNT_DEFAULTS

Purpose:

To ensure that the default setup of the network product does not enable the use of group accounts or group credentials. 
Procedure and execution steps:


Pre-Conditions:

1)
All user and group data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.

2)
Instructions of how administrator users can view all existing accounts, groups, and protected credentials in the databases are provided in the documentation accompanying the Network Product.


Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1)
After login via an account with necessary access rights (e.g. Admin) search in the databases for any group credentials. Example for Linux®: /etc/gshadow

Expected Results:

1)
No group credentials are defined.

Expected format of evidence: 

Test report that lists the reviewed documentation, reviewed user and group databases, and the findings.

Test Name: TC_ACCOUNT_NUMBER

Purpose:

To ensure that a minimum number of 100 individual accounts per user data base is supported. 
Procedure and execution steps:


Pre-Conditions:


All user data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.


Execution Steps:


The accredited evaluator's test lab is required to execute the following steps:


Create accounts until number of 100 accounts is reached. 


Expected Results:


Successful creation of 100 accounts.

Expected format of evidence: 

Test report that lists the reviewed documentation, reviewed user databases, and the findings.
*********** End of 2nd Change ************
*********** Begin of 3rd  Change ************
4.3.3.1.1
IP-Source address spoofing mitigation

Requirement Name: IP-Source address spoofing mitigation

Requirement Description: 

Systems shall not process IP packets if their source address is not reachable via the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF) provides this function.
NOTE: This requirement applies to the network product that handles the IP packet with an IP address that is not internally inside an MNO.

Test Case: 

The test for this requirement can be carried out using a suitable tool or manually by performing the steps described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below. 
Test Name: TC_IP_SPOOFING_MITIGATION

Purpose:

To verify that the network product provides anti-spoofing function that is, before a packet is processed, the network product checks whether the source IP of the received packet is reachable through the interface it comes in. 

To verify that if the receiving packet source address is not routable through the interface which it comes, then the network product drops this packet.

Procedure and execution steps:

Pre-Conditions:

-
A nodes N1 is available with:

-
Two interface named respectively if1-n1 connected to the network product and if2-n1 to which the tester connects a tester machine

-
routing capabilities

-
if2-n1 has a static IP address (e.g. 192.168.3.1 belonging to the subnet 192.168.3.0/24)

-
A nodes N2 is available with:

-
Two interface named respectively if1-n2 connected to the network product and if2-n2 to which the tester connects a tester machine

-
Routing capabilities. In particular N2 has a default route to if1-np subnet via if2-np (e.g. 192.168.2.1)

-
if2-n2 has a static IP address . This ip is the same of if2-n1 (e.g. 192.168.3.1 belonging to the subnet 192.168.3.0/24)

-
The network product has at least 2 enabled interface said if1-np and if2-np:
-
The interface if1-np is connected to interface if1-n1 of the node N1 on the subnet, e.g., 192.168.1.0/24.
-
The interface if2-np is connected to interface if1-n2 of the node N2 on the subnet, e.g., 192.168.2.0/24. 

-
The network product is configured with a static route for the subnet where if2-n1 is connected to (e.g. 192.168.3.0/24), so this subnet can be reached via if1-n1 through if1-np.
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Figure 1: Configurations for the network product, N1 and N2

-
The vendor shall declare, in the documentation accompanying the network product, the supported anti-spoofing mechanism (e.g. RPF or similar function) and if it is enabled for all interfaces (e.g. net.ipv4.conf.all.rp_filter = 1 and net.ipv4.conf.default.rp_filter = 1 in the linux sysctl.conf file) or per interface bases.

-
The vendor shall declare if the dropped packets can be logged and how to enable this logging

-
The tester has administrator privileges

-
A tester machine is available and configured with:

-
A static IP address belonging to the subnet where if2-n1 and if2-n2 are connected to (e.g. 192.168.3.2/24) 

-
A default gateway set to if2-n1 and if2-n2 IP Address (e.g. 192.168.3.1) 

-
A network traffic analyser (e.g. tcpdump) on the network product is available

Execution Steps

1.
The tester starts to send pings message to if1-np interface of the network product.

2.
The tester verifies, through the network traffic analyser, that the ping reaches correctly the if1-np interface and that responses are sent back.

3.
The tester disconnects the tester machine from if2-n1 interface of the node N1 and reconnects it to the interface if2-n2 of the node N2:

-
The testers uses the same network configuration of the tester machine.

-
The tester sends pings message to if1-np interface of the network product.

-
The tester verifies, through the network traffic analyser, that the pings reach the if1-np interface of the network product, but they are dropped and no response is sent back since the source of the received packet is not reachable through the interface it came in.

-
The tester sends pings message to if2-np interface of the network product.

-
The tester verifies, through the network traffic analyser, that the pings reach the if2-np interface of the network product, but they are dropped and no response is sent back since there is a default route via if2-np.

-
If the dropped packets are logged, the testers verifies that these packets are recorded.

Expected Results:

The network product supports an anti-spoofing mechanism (e.g. the RPF function) and it accepts a packet only if it reaches the network product on the expected interface (i.e. this packet has a source ip address belonging to the same network of the interface where it came in or if it is routable through the interface which it came in), otherwise it discards the packet.

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The user settings and configurations

-
Pcap files

-
Log file if available

-
Test result (Passed or not)

