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Decision/action requested

SA3 is requested to take into consideration aspects discussed in this paper while designing a solution for GTP-U filtering for the inter-PLMN N9 security
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Rationale

In the Roaming 5G System architecture – Home Routed scenario, a GTP_U tunnel is established per PDU session between two User Plane Functions (UPF) in the VPLMN and HPLMN. The home and visited operators need to distinguish valid N9 traffic, that belongs to a successfully initiated PDU session through N32 that runs between the two SEPPs, from any other traffic, where the operator would only accept the former. 

Without N9 security policy enforcement being implemented, the GTP_U tunnels will be exposed to the IPX (Interconnection Network) data roaming transport solutions contravening GSMA guidelines documented in FS.20, putting operator’s core at risk. In particular, there is a risk that traffic is taking place over N9 which has no authorized “control session”. This may lead to fraud, free data usage and malicious data entering the core network of an operator. 

The discussion paper has two parts:

Part 1: We give a background info on how some of the inter-PLMN procedures work today with appropriate flows from both Stage 2 and Stage 3 specifications

Part 2: A proposal for a N9 edge firewall
4
Detailed proposal

4.1
Background

GPRS Tunneling Protocol - GTP tunnels (GTP-U) using the GTPv1 protocol are established between the visited 5G User Plane Function in the visiting network called vUPF and the home UPF called hUPF in the home network for carrying PDU sessions' traffic between visiting and home networks. The GTP layer for the user plane (GTP-U) provides services for carrying user data packets between the networks. Packets from or to the devices or external data are encapsulated in a GTP-U Packet Data Unit (PDU). This GTP-U PDU consists of a GTP-U header and a T-PDU. A T-PDU corresponds to a user data packet, e.g. an IP datagram, an Ethernet frame or unstructured PDU data, and is basically the payload tunnelled in the GTP-U tunnel (see GTP-U specification in 3GPP TS 29.281). The GTP-U tunnel is created during the PDU session establishment.

Each GTP-U tunnel is identified by two unidirectional Tunnel End Point Identifiers called TEIDs and User Datagram Protocol (UDP)/IP addresses:

a) one UDP/IP address and TEID for traffic from vUPF towards hUPF (uplink traffic) 
b) one UDP/IP address and TEID for traffic from hUPF towards hUPF (downlink traffic). 
These UDP/IP addresses and TEIDs are uniquely assigned per GTP-U tunnel, and therefore indirectly per PDU session and per user equipment (UE) (since 1 GTP-U tunnel is established over N9 per PDU session of a UE). In 3G and 4G, GTP control plane (GTP-C, see 3GPP TS 29.274) and user plane sessions were matched via the UDP/IP addresses and TEIDs. 

When a GTP-U tunnel is established on the 5G N9 interface between vUPF and hUPF, 
-
the vSMF and vUPF assign an IP address and TEID for GTP traffic coming from the hUPF, 
-
the hSMF and hUPF assign an IP address and TEID for GTP traffic coming from vUPF, and

-
the vSMF and hSMF exchange these IP addresses and TEIDs using HTTP signaling over N16 (see SMF PDU-session service API in 3GPP TS 29.502)  

Scenarios where a GTP-U tunnel is established between vSMF and hSMF over the N9 interface

GTP-U Tunnels over N9 are established between vUPF and hUPF in the following scenarios:

a. PDU Session Establishment

b. PDU Session Modification 

c. EPS to 5GS idle mode or connected mode mobility. 

GTP-U tunnels over N9 are released between the vUPF and hUPF in the following scenarios: 

a. PDU Session Release

b. 5GS to EPS idle mode or connected mode mobility. 
Let’s now expand on two example scenarios.
a) PDU session establishment  

a.1) 3GPP Stage 2 specification TS 23.502 (3GPP SA2)
The following call flow in TS 23.502 clause 4.3.2.2.2 depicts PDU session establishment in Home-routed roaming scenario:
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Figure 1: UE-requested PDU Session Establishment for home-routed roaming scenarios

In step 6, vSMF issues a PDUSession Create Request, in which it includes the element: V-CN-Tunnel-Info.
6.
V-SMF to H-SMF: Nsmf_PDUSession_Create Request (SUPI, GPSI (if available), DNN, S-NSSAI with the value defined by the HPLMN, PDU Session ID, V-SMF ID, V-CN-Tunnel-Info, PDU Session Type, PCO, Number Of Packet Filters, User location information, Access Type, PCF ID, SM PDU DN Request Container, DNN Selection Mode, [Always-on PDU Session Requested]). Protocol Configuration Options may contain information that H-SMF may needs to properly establish the PDU Session (e.g. SSC mode or SM PDU DN Request Container to be used to authenticate the UE by the DN-AAA as defined in clause 4.3.2.3). The H-SMF may use DNN Selection Mode when deciding whether to accept or reject the UE request. If the V-SMF does not receive any response from the H-SMF due to communication failure on the N16 interface, depending on operator policy the V-SMF may create the PDU Session to one of the alternative H-SMF(s) if additional H-SMF information is provided in step 3a, as specified in detail in TS 29.502 [36].

V-CN-Tunnel-Info which is of type TunnelInfo, contains at least the GTP-U tunnel information for downlink traffic towards V-UPF. It might contain additional info e.g. time stamp.
In step 13, hSMF responds with a Create Response, in which it includes the element: H-CN-Tunnel Info.
13.
H-SMF to V-SMF: Nsmf_PDUSession_Create Response (QoS Rule(s), QoS Flow level QoS parameters if needed for the QoS Flow(s) associated with the QoS rule(s), PCO including session level information that the V-SMF is not expected to understand, selected PDU Session Type and SSC mode, H-CN Tunnel Info, QFI(s), QoS profile(s), Session-AMBR, Reflective QoS Timer (if available), information needed by V-SMF in case of EPS interworking such as the PDN Connection Type, User Plane Policy Enforcement)

H-CN-Tunnel Info, of type TunnelInfo, contains the GTP-U tunnel information for uplink traffic towards H-UPF.

3GPP TS 29.502 clause 6.1.6.2.28 defines TunnelInfo as follows:

	Attribute name
	Data type
	P
	Cardinality
	Description

	ipv4Addr
	Ipv4Addr
	C
	0..1
	When present, this IE shall contain the GTP tunnel IPv4 address.

At least one of the ipv4Addr or ipv6Addr shall be present. Both may be present.

	ipv6Addr
	Ipv6Addr
	C
	0..1
	When present, this IE shall contain the GTP tunnel IPv6 address.

At least one of the ipv4Addr or ipv6Addr shall be present. Both may be present.

	gtpTeid
	Teid
	M
	1
	This IE shall contain the 4-octet GTP tunnel endpoint identifier. 
If both ipv4Addr and ipv6Addr are present, the TEID shall be shared by both addresses.
b


Figure 2: Definition of type TunnelInfo
A GTP-U tunnel is identified by an IP address (v4 or v6) and TEID.
a.2) 3GPP Stage 3 specification TS 29.502 (3GPP CT4):
3GPP specification TS 29.502 contains the stage 3 protocol and data model for the Nsmf Service Based Interface. The Nsmf_PDUSession service operates on PDU Sessions. The service operations exposed by this service allow other NFs (e.g. AMF or a peer SMF) to establish, modify and release the PDU Sessions.
The following call flow in TS 29.502 clause 5.2.2.7.1 depicts PDU session creation request by NF Service Consumer (vSMF):
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Figure 3: PDU session creation

In step 1, the vSMF in the visiting network sends a POST request to the hSMF. The payload body of the POST request contains attribute vcnTunnelInfo, which includes the N9 tunnel information on the visited CN side. This information comprises GTP tunnel IP address and Tunnel endpoint identifier (TEID) that will be used by the hSMF to send downlink traffic towards the vSMF.

2. In step 2a, “201 Created” is returned by the hSMF with the payload body of the POST response containing contains a new attribute hcnTunnelInfo, which includes the N9 tunnel information on the home Core Network (CN) side. This information comprises GTP tunnel IP address and Tunnel endpoint identifier (TEID) that will be used by the vSMF to send uplink traffic towards the hSMF,

b) Update PDU session service operation in 3GPP Stage 3 specification TS 29.502

In the scenario shown below, the Update service operation is used by the vSMF to update an individual PDU session in the hSMF, e.g. to change the vcnTunnelInfo when a new vUPF is reselected in the VPLMN
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Figure 4: PDU session update towards H-SMF

In step 1, the vSMF sends a POST request with the payload of the POST request containing the vcnTunnelInfo attribute. This attribute shall be present if the N9 tunnel information on the visited CN side provided earlier to the H-SMF has changed. When present, this IE shall contain the new N9 tunnel information on the visited CN side.

c) EPS to 5GS idle mode or connected mode mobility  

EPS to 5GS idle mode or connected mode using N26 mobility reuses the SMF PDUSession Create SM Context and Create service operations. See e.g. subclauses 5.2.2.2.2, 5.2.2.2.3 and 5.2.2.7 of 3GPP TS 29.502. So the same call flow as in Figure 4 applies. 

4.2
Proposal for a GTP-U firewall in 5G for inter-PLMN N9 security
There are multiple parts to our proposal:
Part 1. SEPP-U: An edge firewall for monitoring GTP-U traffic on the inter-PLMN N9 interface

Part 2. Interface between SEPP-U and Core Network control plane entity
Part 3: Interface between UPFs and SEPP-U
1. SEPP-U: An edge firewall for monitoring GTP-U traffic on the N9 interface.

The paper proposes SEPP-U, a GTP-U firewall on the N9 interface. The SEPP-U filters GTP-U messages in a way that only genuine GTP-U packets over the N9 interface that correspond to PDU sessions established through the N32 interface can transit through the firewall. All other GTP-U packets are discarded and logged. This ensures that no unwanted GTP-U packets enter or leave the mobile network.
A GTP-U packet consists of the original payload encapsulated by three headers: GTP, UDP, and IP.

· In the uplink direction, the IP header contains vUPF IP address as a source address and hUPF IP address as a destination address. 
· In the downlink direction, the IP header contains hUPF IP address as a source address and vUPF IP address as a destination address. 

· The Tunnel Endpoint ID (TEID) which is present in the GTP-U header indicates which tunnel a particular GTP payload belongs to. 

· The GTP-U tunnel is identified by the GTP-U TEID and the IP address (, destination TEID, destination IP address).
The SEPP-U function is deployed at the edge of the operator network to monitor incoming GTP-U traffic on the N9 interface, or the outgoing GTP-U traffic on the N9 interface or both.

In one implemention, the SEPP-U sits at the edge of the operator network and monitors incoming GTP traffic on the N9 interface. It performs various security checks on GTP-U packets. Invalid GTP-U packets are blocked/dropped thus protecting target operator network from a GTP-U attack.
In another implementation, the SEPP-U function may be collocated inside the UPF and executes GTP-U checks for every incoming GTP-U packet on the N9 interface.

The following list describes the types of GTP-U inspections that may be performed on the incoming traffic by SEPP-U:
a) GTP-U tunnel check: The SEPP-U function checks that the destination IP address and the TEID in the GTP-U packet belongs to an active PDU session. The GTP-U packet is dropped otherwise.

b) Source address check in the IP header: The SEPP-U checks whether the source IP Address in the outer IP header belongs to a valid PDU session by checking it with the available TunnelInfo information it has in its local store, and this TEID matches the TEID found in the GTP header of the received GTP-U packet. If this check fails, the GTP-U packet is dropped.
NOTE: source address checking is optional and based on Service Level Agreements between the roaming partners, since the GTP-U protocol (see TS 29.281) does not mandate a GTP-U sending node to use the same IP address for traffic that it sends and receive from a peer GTP-U end point. 

2. Interface between SEPP-U and Core Network control plane entity
A new interface is proposed between the SEPP-U and a Core Network control plane entity. This interface is used for communication between the core network control plane entity and SEPP-U. 

The Core Network control plane entity may either be the:
a) SMF, which has access to the TunnelInfo information of both endpoints, or 

b) SEPP at the perimeter of the network that obtains TunnelInfo information by intercepting specific HTTP POST messages between vSMF and hSMF (all inter-PLMN signalling goes through the SEPPs and N32 interface).

In the following figure, SMF is the Control Plane entity that supplies SEPP-U with remote GTP_U tunnel information including TEID and IP address:
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Figure 5: Interface between SEPP-U and SMF
When SEPP is used as the core network control plane entity, SEPP learns about the valid TEIDs and tunnel IP address information by intercepting SMF to SMF N16 signalling (see 3GPP TS 29.502) going over the SEPP to SEPP N32 interface (see 3GPP TS 29.573). It looks for the following information on the N16 interface.

a) GTP-U tunnel IP address and TEID of the local N9 endpoint, i.e. within its own network

b) GTP-U tunnel IP address and TEID of the remote N9 endpoint, i.e. in the other network.

In step 3 of Figure 5, the Core Network control plane entity pushes the local TunnelInfo information of the GTP-U tunnel endpoint in its network and optionally the peer network TunnelInfo information of the peer GTP-U tunnel endpoint obtained from the other network to SEPP-U during each procedure discussed in background section of this paper. This allows SEPP-U to identify and verify whether the incoming GTP-U traffic targets a valid GTP-U end point in the network receiving the GTP-U packet and/or that it is from a valid network or not. In addition, the Core Network control plane entity also indicates which operation to perform in SEPP-U for the TunnelInfo information (i.e. add, modify or remove valid GTP-U information in the SEPP-U, request to only check target destination IP address and TEI, or also check source IP address of the GTP-U packet).

The SEPP-U receives GTP Tunnel Info from SEPP or SMF and executes the required operations. 

The protocol between the core network control plane entity and the SEPP-U may be based on the existing N4 interface and Packet Forwarding Control Protocol (PFCP) (see 3GPP TS 29.244) or may be a different protocol (e.g. HTTP API). 

In deployments where SEPP-U is collocated with the UPF, the existing N4 interface and Packet Forwarding Control Protocol (PFCP) (see 3GPP TS 29.244) between the SMF and the UPF may be used by the SMF to push GTP-U TunnelInfo to the UPF. 

3. Interface between UPFs and SEPP-U

In deployments where the SEPP-U function is centralized, for e.g. sitting at the perimeter configured to perform GTP-U firewall function on a traffic destined to a set of UPFs, SEPP-U may be setup either as 

a) an intercepting or a transparent proxy or 

b) a non-transparent proxy with a secure interface with the UPF. 

3.a) SEPP-U as the intercepting proxy:

When SEPP-U is setup as an intercepting proxy at the edge of the network, 

a) it intercepts all incoming GTP-U traffic on the N9 interface, perform required sanity checks, and forwards valid GTP-U traffic to the concerned UPF inside the network for further processing. This ensures that only valid GTP-U traffic is received at the UPF.

b) it intercepts all outgoing GTP-U traffic from UPFs, perform required sanity checks, and forwards valid GTP-U traffic towards the other network. 

By functioning as an intercepting proxy, the SEPP-U function looks for a specific pattern in the GTP-U packet (basically the GTP header and IP address in the IP Header) for validity checks. The UPFs may not be aware that SEPP-U exists at the perimeter of the network to monitor incoming GTP-U traffic.

3.b) SEPP-U as a non-transparent proxy:

When SEPP-U is setup at the edge of the network as a GTP-aware non-transparent proxy, the UPFs transmit and receive GTP-U packets via SEPP-U. In the outbound direction (egress), the UPFs are configured to transmit GTP-U packets to SEPP-U. In the inbound direction (ingress), the SEPP-U receives GTP-U traffic from the N9 interface, and forwards legitimate GTP-U traffic to target UPFs.
5
Conclusion

It is requested that SA3 agree on the proposals in this paper as the basis for further work on a GTP-U firewall for inter-PLMN N9 security.
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