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1
Decision/action requested
It is requested to add a new key issue into TR 33.819.
2
References

3GPP TR 33.819 Study on security enhancements of 5GS for vertical and Local Area Network (LAN) services
3
Rationale

Non-public networks are restricted for using by authorized subscribers only. It is not available for public use. In this case the Non-public network can use an authentication framework which allows NPN-UEs access to the serving network with non-3GPP credentials.
The SA1 requirement states: 

The 5G system shall support a suitable framework (e.g., EAP) allowing alternative (e.g., to AKA) authentication methods with non-3GPP identities and credentials to be used for UE network access authentication in non-public networks.

NOTE:
Non-public networks can use 3GPP authentication methods, identities, and credentials for a UE to access network but are also allowed to utilize non-AKA based authentication methods such as provided by the EAP framework.

4
Detailed proposal

*************** Start of Change 1 ****************
5.1
Key Issues related to security for standalone Non-Public Networks

5.1.X
Key Issue #1.X: Non-3GPP credential storage 
5.1.X.1
Key issue details

This key issue is related to SA1 requirement on support of authentication methods with non-3GPP credentials for NPN-UE network access authentication. While in Rel-15 PLMNs 3GPP credentials are mandated to be stored in the tamper resistant secure hardware component, i.e. the UICC, Rel-16 opens up for NPNs and the possibility of non-3GPP credential usage. 

This key issue should investigate on secure storage of the credentials.
5.1.X.2
Security threats

If credentials used for NPN-UE authentication in a serving network are leaked, an attacker can use it to access the network on behalf of an authorized user.
5.1.X.3
Potential security requirements

*************** End of Change 1 ****************
