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1
Decision/action requested

Approve the pCR as presented in section 4
2
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3
Rationale

SA2 has concluded its study of WWC and captured its conclusions and agreements in Clause 8 of TR 23.716. One of scenarios supported by WWC is for the scenarios of 5G-RG connecting to 5GC via W-5GAN/W-5GCAN. Solution #3 as described in clause 6.3 of the TR is endorsed as a basis for normative specifications.

This pCR is to add a security soluiton for this scenario.
4
Detailed proposal

********************Start of pCR***********************************

6.Z
Solution #Z: 5G-RG connecting to 5GC via W-5GAN 

6.Z.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.
This solution addresses key issue #1.

The following figure is reproduced from clause 4.2.2.1 in TR 23.716 [X]. This is what’s referred to as Scenario 1 in TR 23.716.
.
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Figure 6.Z.1-1 High level architecture for the 5G-RG case connected via W-5GAN
The 5G-RG connects to 5GC via the W-5GAN. Solution #3 in TR 23.716 has been endorsed as the solution for the various procedures executed by the 5G-RG, including registering with the 5GC.
6.Z.2
Solution details

This solution captures the security aspects of Solution #3 for WWC in TR 23.716 [X]. 
In Solution #3, the 5G-RG acts as the 3GPP UE and supports N1. The FAGF function in the W-5GAN acts as a 5G AN and supports N2 and N3.
The Signaling between the 5G-RG and the FAGF is based on a Fixed (FCP). Transport of NAS and AS parameters within the FCP protocol is out of scope of 3GPP.The current assumption in Solution #3 is that the NAS signaling between FAGF and FN-RG is encapsulated in EAP-5G. 
The Untrusted non-3GPP access procedure defined in Rel-15 is used as the basis for the registration of 5G-RG when 5G-RG is connecting to the 5GC via the W-5GAN. 

The AUSF authenticates the 5G-RG based on one of the methods from clause 6.1.3 in TS 33.501. 
The following differences exist compared to the Rel-15 Untrusted non-3GPP procedure in Rel-15:

-
Once NAS Security Command Mode procedure is completed between the 5G-RG and the AMF, the AMF initiates the NGAP procedure to setup the AN context. 
Editor’s Note: It is FFS whether a key equivalent of the N3IWF key KN3IWF is needed and included it in the NGAP Initial Context Setup Request sent to the FAGF. 
- 
Security between the 5G-RG and the FAGF is out of 3GPP scope. Use of IPSec or any other means of security for FCP is to be determined by BBF.
Editor’s Note: It is FFS whether there is a need for additional security between the FAGF and 5G-RG for transport of N1 messages. If so, BBF needs to be intimated of this requirement.
6.Z.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

********************End of pCR***********************************

