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1
Decision/action requested

It is requested to add a new key issue into TR 33.807
2
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3
Rationale

Physical TNAN deployments may contain multiple TNAP instances and multiple TNGF instances, as shown in the figure below. Each TNAP connects to one or multiple TNGFs but the details of this connection are outside the scope of 3GPP. Each TNGF exposes N2/N3 interfaces that enable connection with 5GC. Also, a TNGF may support a Tn interface for communication with other TNGFs. Such communication enables direct inter-TNGF mobility. Inter-TNGF mobility may also be supported via 5GC by using the N2/N3 interfaces.
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Tn

A reference point between two TNGFs, which is used to facilitate UE mobility between different TNGFs (inter-TNGF mobility). The interface used on this reference point is in the scope of 3GPP.

4
Detailed proposal

*************** Start of Change 1 ****************
5.A
Key Issue #A: Security of the Tn interface between TNGFs in a trusted non-3GPP network
5.A.1
Key issue details
To facilitate inter-TNGF mobility, Tn interface is introduced between TNGFs in Solution #1 in clause 7.1 of TR 23.716 [1]. This is used for inter-TNGF mobility as illustrated by clause 7.1.3.5.2. When the inter-TNGF mobility procedure is executed, Tn interface is used to transfer the UE context and the NWt connections to a new TNFG-CP (the target TNGF-CP. The UE context includes the GUAMI of the serving AMF, the EAP re-authentication root key, information about the established PDU sessions, etc.
5.A.2
Security threats
Without protection of the Tn interface, an attacker may eavesdrop on Tn to obtain the ERP key, or manipulate data on the interface for malicious purposes.
5.A.3
Potential Security requirements
Confidentiality protection, integrity protection and replay-protection shall be supported on the Tn interface between two TNGFs within the TNAN.
*************** End of Change 1 ****************
_1609324025.vsd

