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1
Decision/action requested

It is requested to add a new key issue into TR 33.807
2
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3
Rationale

SA2 has introduced various scenarios for WWC in TR 23.716 [2]. One of the scenario introduced is the support for a 3GPP UE to access 5GC via a trusted non-3GPP network (TNAN). 

The following text and figure is borrowed from clause 7.1 in TR 23.716

Physical TNAN deployments may contain multiple TNAP instances and multiple TNGF instances, as shown in the figure below. Each TNAP connects to one or multiple TNGFs but the details of this connection are outside the scope of 3GPP. Each TNGF exposes N2/N3 interfaces that enable connection with 5GC. Also, a TNGF may support a Tn interface for communication with other TNGFs. Such communication enables direct inter-TNGF mobility.
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TR proposes use of EAP Re-authentication Protocol (RFC 6696) for intra-TNGF mobility between two TNAPs within the same TNGF. The use of ERP avoids the need to perform a full authentication when the UE moves to TNAP-t and makes the mobility event transparent to 5GC.

This key issue is to study the security aspects of using ERP for intra-TNGF mobility.
4
Detailed proposal

*************** Start of Change 1 ****************
5.C
Key Issue C: Security of TNGF mobility using ERP
5.C.1
Key issue details
To enable efficient intra-TNGF mobility, e.g. when the UE moves from a source TNAP (TNAP-s) to a target TNAP (TNAP-t) within the area of the same TNGF, the EAP Re-authentication Protocol (ERP) can be used, as specified in RFC 6696 [28]. The use of ERP avoids the need to perform a full authentication when the UE moves to TNAP-t and makes the mobility event transparent to 5GC.
ERP between UE and network will establish an authentication session key. This authentication session key may be derived in an access-network-independent manner. Further keys will be derived from this session key. Access-network-specific keys may be derived either directly from the authentication session key or from an AN-specific-top-level key. It matters for the overall security of the system where this top-level key, from which all access-network-specific keys are derived, resides.

Clause 7.1.3.5.1 in TR 23.716 [2] illustrates intra-TNGF mobility using ERP. In this case, the TNGF-CP operates also as a local EAP Re-authentication (ER) server.
The purpose of this key issue is to:
a) evaluate the use of ERP for intra-TNGF mobility with TNGF-CP as the ERP server
b) Investigate how to generate the required keys including the re-authentication root key (rRK) etc.
c) Storage of the keys in TNGF  
5.C.2
Security threats
In solution #1, TNGF-CP acts as the ERP server, and generates the required root keys. When the ERP keys are stored in an unsecure environment in TNGF, where the security context can be obtained by attackers, leakage or disclosure of these keys can lead to serious attacks on TNAN as well as 5GC.
5.C.3
Potential Security requirements
The UE context, that contains the ERP key, rRK, shall be securely stored in the TNGF.
*************** End of Change 1 ****************
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