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1
Decision/action requested

It is proposed to approve the requirement and test case given in this pCR.
2
References

NA
3
Rationale

This contribution is proposed to add requirements and test cases for SMF.
4
Detailed proposal 
*** BEGIN OF CHANGE 1***
4.2.2.1.x
Send UP security policy to the gNB
Requirement Name: TBA
Requirement Reference: TBA 

Requirement Description:" The SMF shall provide UP security policy for a PDU session to the ng-eNB/gNB during the PDU session establishment procedure." as specified in TS 33.501 [Y], clause 6.6.1.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC _SEND_UP_POLICY_SMF
Purpose:

Verify that SMF sends UP security policy to the gNB. 

Pre-Conditions:

Test environment with UE, gNB, UDM may be simulated
Execution Steps

1.
The tester triggers PDU session establishment procedure by sending PDU session establishment request message. 
2. The tester capture the N1 initial context setup messgae
Expected Results:
There is User plane security policy in the N1 intial context setup Request message.

Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*** END OF CHANGE 1***
             *** BEGIN OF CHANGE 2***
4.2.2.1.x
SMF gets the UP security policy
Requirement Name: tba
Requirement Reference: TBA 

Requirement Description: " The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:

-
subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and

-
User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.
" as specified in TS 23.501 [X], clause 5.10.3
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC _USE_LOCALLY_UP_POLICY_SMF
Purpose:

Verify that the SMF is locally configured a User plance policy.
Pre-Conditions:
Test environment with UE, gNB,UDM may be simulated。
There is no User Plane policy configured in the UDM.
Execution Steps

1)
The tester triggers PDU session establishment procedure by sending PDU session establishment request message.
2) The tester capture the N1 initial context setup message.
Expected Results:

There is User plane security policy in the N1 intial context setup Request message.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*** END OF CHANGE 3***
*** BEGIN OF CHANGE 2***
4.2.2.1.x
Priority of UP security policy
Requirement Name: tba
Requirement Reference: TBA 

Requirement Description: " ser Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy." as specified in TS 23.501 [X], clause 5.10.3
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_UP_POLICY_PRECEDENCE_SMF
Purpose:

Verify that the user plance security policy from the UDM takes precedence
Pre-Conditions:
Test environment with UE, gNB,UDM may be simulated.
Both UDM and SMF are configured with UP security policy, and the UP security policies are diferent.
Execution Steps

1)
The tester triggers PDU session establishment procedure by sending PDU session establishment request message.
2) The tester capture the N1 initial context setup message.
Expected Results:

There is UP security policy in the N1 intial context setup Request message, and the User plane enforcement IE contains the UP security policy from the UDM.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*** END OF CHANGE 3***
             *** BEGIN OF CHANGE 4***
Requirement Name: TBA
Requirement Reference: TBA 

Requirement Description: " The SMF may, based on local configuration, reject the PDU Session Establishment request depending on the value of the maximum supported data rate per UE for integrity protection. " as specified in TS 23.501 [X], clause 5.10.3
Threat References: TBA

Security Objective References: TBA
Test Case: 
Test Name: TC_DATA_RATE_CAUSE_FAILURE_SMF
Purpose:

Verify that the SMF may, based on local configuration, reject the PDU Session Establishment request depending on the value of the maximum supported data rate per UE for integrity protection.
Pre-Conditions:
Test environment with UE, gNB, UDM may be simulated.
The UP security policy for a DN is configured with UP integrity protection on.

The maximum supported data rate is set to a low value that cannot fulfil the require of activating the UP integrity protection.
Execution Steps

1)
The tester triggers PDU session establishment procedure with the specific DN and the maximum supported data rate in PDU session establishment request message.
2) The tester capture the N1 initial context setup message.
Expected Results:

The PDU session is rejected by the SMF.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*** END OF CHANGE 4***
             *** BEGIN OF CHANGE 5***
4.2.2.1.x
PDU session release based on the RAN feedback
Requirement Reference: TBA 

Requirement Description: "The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. The NG-RAN may also take the maximum supported data rate per UE for integrity protection into account in its decision on whether to accept or reject the establishment of UP resources. In this case the SMF releases the PDU Session. "as specified in TS 23.501 [X], clause 5.10.3." 
Threat References: TBA

Security Objective References: TBA
Test Case: 
Test Name: TC _RELEASE_BASED_RAN_FEEDBACK_SMF
Purpose: Verify that the SMF releases the PDU session based on the feedback from NG-RAN.
Pre-Conditions:

Test environment with UE, gNB, UDM may be simulated.
The SMFs send a UP security policy in which the UP integrity protection is set to Required to the NG-RAN.
Execution Steps:

The SMF receives a message that indicates to reject the establishment of UP resources.
Expected Results:

1. The PDU session is released.
Expected format of evidence:
Snapshots containing the result
*** END OF CHANGE 5***
*** BEGIN OF CHANGE 6***
2
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*** END OF CHANGE 6***
