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4.2.2.x
Security functional requirements derived from 3GPP specifications – general SBA/SBI aspects
4.2.2.x.y
Authorization of NF service access procedure

4.2.2.x.y.1 
Authorization token verification failure handling wthin the PLMN
Requirement Name: Authorization token verification failure handling wthin the PLMN
Requirement Reference: TBA 

Requirement Description: 

"13.4.1.1
Service access authorization within the PLMN

2. The NF Service producer shall verify the token as follows:

 -
The NF Service producer ensures the integrity of the token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret. If integrity check is successful, the NF Service producer shall verify the claims in the token as follows:

-
It checks that the identity of the issuer of the access token (NRF) in the issuer claim in the access token, matches the subject in the NRF certificate.

-
It checks that the subject claim within the access token, matches the subject in the NF consumer certificate.

NOTE: This can be done only in intra-PLMN scenarios where NF consumer and NF producer mutually authenticate each other with TLS certificates (clause 13.3.2).

-
It checks that the audience claim in the access token matches its own identity or the type of NF service producer.

-
If scope is present, it checks that the scope matches the requested service operation.

-
It checks that the access token has not expired by verifying the expiration time in the access token against the current data/time.

3.
If the verification is successful, the NF Service producer shall execute the requested service and responds back to the NF Service consumer. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]." 
as specified in TS 33.501[X], clause 13.4.1.1.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_NF
Purpose:

Verify that the NF service provider correctly handles authorization token verification failure 
Procedure and execution steps:

Pre-Conditions:
Test environment with a NF service consumer and NF service producer.
The NF service consumer may be simulated.

The tester shall have access to the interface between the NF service consumer and NF service producer.
Execution Steps

The NF service producer receives the access token sent from the NF service consumer, and verifies the access token based on the Oauth 2.0.
A. Test Case 1 : Integrity of the token verification failure

B. Test Case 2 : Audience claim of the token verification failure

C. Test Case 3 : Scope claim of the token verification failure

D. Test Case 4 : Expiration time claim of the token verification failure

Expected Results:

For test case 1~4, the NF service provider  rejects the NF consumer’s service request based on Oauth 2.0 error response defined in RFC 6749[XX].
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
4.2.2.x.y.2 
PLMN ID of the authorization token verification failure handling in the roaming case
Requirement Name: PLMN ID of the authorization token verification failure handling in the roaming case
Requirement Reference: TBA 

Requirement Description: 

"The NF service producer shall check that the home PLMN ID of PLMN claim 
in the access token matches its own PLMN identity." 
as specified in TS 33.501, clause 13.4.1.2.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_PLMN_ID_TOKEN_VERIFICATION_FAILURE
Purpose:

Verify that the home PLMN ID of PLMN claim 
in the access token matches its own PLMN identity.
Procedure and execution steps:

Pre-Conditions:
Test environment with NF service consumer and NF service producer, where the NF service consumer may be simulated and has the access token used for NF producer service access.
The tester shall have access to the interface between the NF service consumer and NF service producer.
Execution Steps 
The NF service producer receives the access token sent from the NF service consumer.
The home PLMN ID of PLMN claim in the access token is different from the NF producer’s own PLMN identity.

Expected Results:

The NF service provider rejects the NF consumer’s service request, and sent an error response to the NF service consumer.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
4.2.2.x.y.3
Authorization Service access based on local policy
Requirement Name: Authorization NF service access based on NF producer local policy
Requirement Reference: TBA

Requirement Description: 

"-
If token-based authorization is not used within one PLMN, service consumer NF and service producer NF shall mutually authenticate before performing access to the service API. The service producer NF shall additionally check authorization of the service consumer NF based on local policy before granting access to the service API. 

…

When local policy check is failed, NF service provider shall support error handling, and may send back an error message.
“as specified in TS 33.501, clause 13.3.2. 

Security Objective Reference: TBA

Test case: 

Test Name: TC_LOCAL_POLICY_ AUTHORZATION_NF
Purpose: 

Verify NF service access based on NF producer local policy.

Procedure and execution steps:

Pre-Condition: 

-
NF consumer is simulated.

-
NF producer is preconfigured with the local policy to check authorization of the service consumer NF.
-
The tester shall have access to the interface between the NF service consumer and NF service producer.
Execution Steps: 
The request sent by the NF consumer is not authorized by the local policy of the NF producer.
Expected Results:

The NF service provider rejects the NF consumer’s service request, and sends back an error message.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
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