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Decision/action requested

This paper provides a solution to Key Issue #6: Access to 5GC from WLAN UEs that do not support NAS.
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Rationale

SA2 concluded in their 5WWC study [1] on the key issue “Access to 5GC from WLAN UEs that do not support NAS” that 

· for the Access to 5GC from UEs without supporting NAS on non-3GPP access, the solution 7.3 will be used as the baseline for normative specifications if SA3 accepts a primary authentication that is not based on EAP AKA.
Therefore SA2 sent an LS to SA3 in [2] and asked 

· When a "non-5G-capable over WLAN" UE attempts to connect to a WLAN or to a W-5GCAN, a 5G registration procedure is initiated on behalf of this UE towards a 5G PLMN. During the 5G registration, the UE is authenticated by AUSF with an EAP-based primary authentication procedure. Can SA2 assume that this primary authentication (in Rel-16) can be performed without a USIM in the "non-5G-capable over WLAN" UE?

The rational behind is described in the SA2 key issue #3 of TR 23.176:

The current assumption is that only UEs that support NAS are capable of accessing the 5GC via trusted non-3GPP access. However, given that many non-3GPP devices (e.g. WLAN-only devices), do not support NAS, this assumption drastically limits the number of devices that can access the 5GC via trusted non-3GPP access. This calls for 5G architectural extensions that would enable UEs to establish 5GC connectivity via trusted non-3GPP access without using NAS signalling. In EPS such capability is already supported: UEs can connect to EPC via S2a (see SaMOG) without using NAS signalling.

In the following the details of solution 7.3 and the security implications are described and proposed to be included into TR 33.807.
4
Detailed proposal

Begin of Changes

6.Y
Solution #Y: Solution for 5GC access from WLAN UEs that do not support NAS
6.Y.1
Introduction

This solution addresses the key issue#6 “Access to 5GC from WLAN UEs that do not support NAS”.
6.Y.2
Solution details

6.Y.2.1 Definitions
"Non-5G-capable over WLAN" UE:
· is capable to register to 5GC and to establish 5GC connectivity via a trusted WLAN access network
· is not capable to operate as 5G UE over a WLAN access network
· may be capable to operate as a 5G UE over NG-RAN
· may be without any NAS capability at all
Trusted WLAN Access Point (TWAP): It provides a point-of-access to the WLAN access network. This function is outside the scope of 3GPP but mentioned for completeness.

Trusted WLAN Interworking Function (TWIF): It provides interworking functionality that enables connectivity with 5GC. The TWIF supports the following functions:

· Terminates the N1, N2 and N3 interfaces.

· Implements the AMF selection procedures specified in TS 23.501.

· Implements the NAS protocol stack and exchanges NAS messages with the AMF on behalf of the UE.

· On the user plane, it relays protocol data units (PDUs) between the Yw connection and the N3 connection. It may also steer some PDUs to a local breakout point in order to support "non-seamless WLAN offload".

· May implement a local mobility anchor within the trusted WLAN access network.

6.Y.2.2
Initial Registration & PDU Session Establishment

The Figure 6.Y.2.2-1 illustrates how the UE can simultaneously connect to a trusted WLAN access network and to a 5G core network and is similar to the call flow in 23.716, Figure 7.3.3.2-1, with the differences highlighted in the text below. A single EAP-based authentication procedure is executed for connecting the UE both to the trusted WLAN access network and to the 5G core network. The EAP based procedure can be based on EAP-AKA’ in case the UE has a USIM or based on EAP-TLS in case the UE is preconfigured with a mobile network operator certificate as specified in TS 33.501 [3], Annex B. 
Differences to the call flow in SA2:

· The connection between TWIF and AMF relies on the N2 security specified in TS 33.501 [3], clause 9.2, therefore no specific NAS security is used between the TWIF to the AMF.

· NAS SMC between TWIF and AMF is not needed.
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Figure 6.Y.2.2-1: Initial registration and PDU session establishment

Steps 1-10:
Initial registration to 5GC.

1.
The UE associates with the trusted WLAN network and the EAP authentication procedure is initiated.

2.
The UE provides its Network Access Identity (NAI) The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm or based on pre-configured information possibly associated with the SSID used by the UE and sends an AAA request to the selected TWIF.

In case of a UE with 5GC capabilities, the NAI has the format of <SUCI>@realm, where the realm indicates the home PLMN. The UE discovers the PLMNs with which the WLAN supports "5G connectivity without NAS" and selects a PLMN, by using procedure defined in clause 7.6.

If the UE has registered to 5GC over 3GPP access when the above procedure is initiated, then the NAI includes the 5G-GUTI assigned to UE over 3GPP access. This enables the TWIF in step 4a below to select the same AMF as the one serving the UE over 3GPP access.


The NAI provided by the UE in step 2b indicates that the UE wants "5G connectivity without NAS" towards a specific PLMN. For example, with NAI=<SUCI>@nai.5gc-nn.mnc123.mcc45.3gppnetwork.org, the UE indicates that it wants "5G connectivity without NAS" (5gc-nn) to the PLMN with MCC=45 and MNC=123,

3.
The TWIF creates a 5GC Registration Request message on behalf of the UE. The TWIF uses default values to populate the parameters in the Registration Request message, which are the same for all UEs that do not support 5G NAS. The Registration type indicates "Initial Registration".

4.
The TWIF selects an AMF (e.g. by using the 5G-GUTI in the NAI, if provided by the UE) and sends an N2 message to the AMF including the Registration Request, the User Location and an AN Type.

5.
The AMF triggers an authentication procedure by sending a request to AUSF indicating the AN type.

6.
An EAP authentication (e.g. EAP-AKA' or EAP-TLS, depending on UE capabilities) takes place between the UE and AUSF. Over the N2 interface, the EAP messages are encapsulated within NAS Authentication messages, as usually.

7.
After a successful authentication, the AUSF sends to AMF the EAP-Success message and the created SEAF key. 
8.
The N2 reference point shall be secured as described in TS 33.501 [x], clause 9.2, therefore no NAS security context is required. The AMF derives an AN key from the received SEAF key.
9.
The AMF sends an N2 Initial Context Setup Request and provides the AN key to TWIF. In turn, the TWIF derives a Pairwise Master Key (PMK) from the AN key and sends the PMK key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the UE. The PMK is the key used to secure the WLAN air-interface communication according to IEEE 802.11i [36] (now incorporated into IEEE 802.11 [26]). A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the UE to TWIF. This connection is later bound to an N3 connection that is created for this UE.

10.
Finally, the AMF sends a Registration Accept message to TWIF At this point, the UE is connected to the WLAN access network..

Steps 20-21:
PDU Session Establishment. This procedure is compliant with TS 23.502 [3] Figure 4.3.2.2.1-1 with the TWIF acting both as the AN and as the UE.
20.
The TWIF creates a PDU Session Establishment Request message on behalf of the UE and sends this message to AMF. This may be triggered by receiving an IP configuration request (e.g. DHCP Offer/Request) from the UE. The TWIF may use default values to populate the parameters in the PDU Session Establishment Request message , but may also not provide some PDU session parameters and let the AMF or the SMF determine these parameters based on UE subscription information received during the registration procedure. This way, default PDU session parameters can be used per UE.

The value of the PDU Session id provided by TWIF in step 20b shall always be the same. It will be a value reserved for the PDU sessions requested by the TWIF and it will be different from the values that can be used by the UE when requesting a PDU session over 3GPP access. For example, the TWIF could use the value 16, while the UE can use any value from 1 to 15, according to TS 24.007 [44]. Thus, the PDU session id provided by the TWIF cannot be the same with the PDU Session Id of any PDU session established by the UE over 3GPP access.

21.
The AMF sends upon request of the SMF an N2 PDU Session Request message to TWIF in order to reserve the appropriate access network resources. As usually, this N2 message includes the PDU Session Establishment Accept message. In step 21b, the TWIF may reserve WLAN resources for the user-plane communication between the UE and TWIF. If and how this resource reservation is performed is outside the scope of 3GPP.


After the establishment of the PDU session, the TWIF assigns IP configuration data to UE (e.g. with DHCP). The IP address assigned to UE is the IP address allocated to the PDU session.

Step 25:
User plane communication.


The TWIF binds the UE-specific L2/L3 connection created in step 9g with the N3 connection created in step 21. All user-plane traffic sent by the UE is forwarded to TWIF via the L2/L3 connection and then to UPF via the N3 connection. The TWIF functions as a Layer-2 relay.

The TWIF may receive URSP rules (see TS 23.503 [8]), which indicate the traffic that should be offloaded locally by TWIF (sent outside the PDU session) and the traffic that should be sent inside the PDU session.


Only one PDU session is supported per "non-5G-capable over WLAN" UE.

The above procedure supports only one PDU session per UE whose parameters are either configured for all UE in the TWIF or are derived from default values in the UE susbscription.

The TWIF may be co-located with a local UPF that, acting as UL CL or IPv6 Branching Point, can offload locally some traffic. For this purpose, following mechanism applies (same mechanism than defined in clause 6.13):
-
When establishing a N2 association for an UE with an AMF (INITIAL CONTEXT SETUP REQUEST) or when sending UL NAS to the AMF, the TWIF provides information to the AMF about TWIF User Plane; the AMF is not meant to understand this information but may further propagate this information to SMF.

-
When the AMF establishes a SM association with a SMF (when invoking Nsmf_PDUSessionCreateSMContext e.g. at the establishment of a PDU Session), the AMF provides the TWIF User Plane information it has received from the access. The SMF may use this information to understand that the AN (here TWIF) supports a co-located UPF and to use this information to (when needed) select a local UPF to support the PDU Session.

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

End of Changes
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