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1
Decision/action requested

This contribution proposes to update on Key issue #2.1 according to SA2’s conclusion on interworking between PLMN an NPN network.
2
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3
Rationale

This contribution proposes to update on Key issue #2.1 according to SA2’s conclusion on interworking between PLMN an NPN network
Currently, SA2 TR 23.734 [1] has made the conclusion for key issue 6 "Accessing PLMN services via non-public networks and vice versa”, which recommends to progress solution #20 for normative specifications. Hence, the security authentication and authorization requirement issued by Key issue 5.2.1 on the interworking between PLMN and NPN network shall be illustrated accordingly.
Solution #20 of TR 23.734 introduced the N3IWF for the interworking between them (Figure 1), and stated as follows.

“-
Similarly, for access to non-public network services via a PLMN, the UE obtains IP connectivity via the PLMN, discovers an N3IWF provided by the non-public network, and establishes connectivity to the non-public network via the N3IWF

-
In this way, the UE is registered at the same time with both the PLMN and the non-public network, including the scenario when NR is deployed in both the PLMN and the non-public network

-
The interface between the Data network and the NPN N3IWF is IP connectivity”
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Figure 1: Access to NPN services via PLMN network

This means that UE shall register into the PLMN network firstly, and establish a PDU session for the NPN network to setup the IP connection, then register into the NPN network based on the IP connection via the NPN N3IWF. Here, NPN has its own core network, which is independent of PLMN.
According to the new architecture approved in SA2, Rel15 security mechanism could be reused here in this new architecture, without any new interfaces between security-related NF of PLMN and NPN. For instance, the UE could reuse the non-3GPP security mechanism specified in Rel15 to authenticate with the NPN network via NPN N3IWF, where NPN N3IWF connection can be implemented as the non-3GPP access type. Meanwhile, IPsec protection between UE and NPN N3IWF can also be supported in this case. 
Reusing the Rel15 security mechanism for the protection between UE and NPN network via PLMN (and vice versa) could maintain the same security level as Rel15, also reduce the complexity of specification and implementation. 
Therefore, the description in Key issue #2.1 that standardized secure interface between authentication anchor in the PLMN and authentication server in NPN (vice versa) shall be removed.
4
Detailed proposal

**** START OF CHANGE ****
5.2.1
Key Issue #2.1: Authentication and Authorization for Interworking, Roaming between NPN and PLMN 
5.2.1.1
Key issue details

There is a need for 5GS to support non-public operations for an enterprise using Non Public Networks (NPN) deployed in plants or factories. The envisioned deployment options for NPN are: standalone, hosted by a PLMN or a slice from a PLMN. 

The purpose of this key issue is to identify specific issues for authentication and authorization when a UE needs to access and obtain services offered from a PLMN via a NPN and vice versa. Where a roaming agreement between a PLMN operator and an NPN operator allow, it need to be studied what security model could be adopted with authentication in both networks or authentication in only one of the networks, e.g. if a PLMN need to authenticate a UE for network access and to grant service over PLMN network.
In this key issue, a UE authentication with a PLMN (using credentials needed for PLMN) is called "PLMN Authentication" and with NPN (using credentials needed for NPN) is called "NPN Authentication". 

This key issue assumes that:

-
Authentication methods, identities, credentials for PLMN access are 3GPP only. 


-
NPN may or may not be considered trusted by PLMN.


-
PLMN is considered trusted by NPN.
- 
PLMN Authentication is mandatory to access PLMN offered services via NPN.

The security aspects of authentication and authorization for PLMN and NPN interworking and roaming (including simultaneous access) are as follows:

-
The UE identifier used for NPN Authentication.

- 
The NPN Authentication may use 3GPP or non 3GPP based credentials (e.g. using the EAP framework). 

- 
When a UE is already authenticated/registered with the PLMN, an additional NPN authentication may or may not be performed to access and obtain NPN services via the PLMN.



5.2.1.2
Security threats

The 5GLAN services are different from the public network services, the system should provide a mutual authentication and authorization mechanism to ensure that these 5GLAN services will be provided to only the UE’s subscribed to the 5GLAN group. If the 5GLAN UE is not authenticated and authorized, then any illegitimate UE may get the 5GLAN-type services provided by 5GLAN group which were not subscribed to these services. It can also lead to risk of theft of service and Denial of Service against the 5GLAN group communication. 
5.3.1.3
Potential security requirements

Access of UEs to NPN offered services via PLMN unauthorized by NPN and/or PLMN.  

Access of UEs to PLMN offered services via NPN unauthorized by NPN and/or PLMN.  
**** END OF CHANGE ****
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