3GPP TSG SA WG3 (Security) Meeting #94
S3-190294
28 January – 1 February 2019, Kochi (India)
revision of S3-19xabc
Source:
Ericsson
Title:
New KI: Leakage of long-term key
Document for:
Approval, Information, Discussion

Agenda Item:

1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
Rationale

This contribution proposes a new Key Issue to TR 33.846. Skeleton of TR 33.846 is proposed in the current meeting.
3
Detailed proposal

5.1.X
Key Issue #X: Security of session anchor keys in case the long-term key is leaked
5.1.X.1
Key issue details

The current mobile security system is designed in such a way that it does not take into account a possible leakage of the long-term key held in the UICC and in the home network of the subscriber. In other words, the design is based on the assumption that the long-term key is always kept safe. However, revelations during the past years have shown that the long-term key may be leaked. 

The scope of the study has the following objective: How to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked.  

That is, the scope is limited to the impact of possible long-term key leakage to the session anchor keys between the victim UE and the network. It should be noted that this means that other threats, e.g. use of leaked long-term key to impersonate the victim UE to run authentication between the impersonating attacker and the network are not in scope.  

The long-term key is currently the only basis of all security between the UE and the network, for instance from authentication to confidentiality of the user traffic. The long-term key is used in the authentication process between the UE and network. As a result of a successful authentication, home network session anchor key Kausf is derived from the long-term key. Kausf is used to derive Kseaf, which is given to the serving network and from which all further serving network keys are derived according to the key hierarchy of the 5G system. The key issue will study how to secure the home network session anchor key Kausf and serving network anchor key Kseaf. Improvements in the security of these keys could potentially protect user traffic in some cases even when the long-term key is compromised.
Per the scope of the study, solutions to this key issue are restricted to the authentication process. 

5.1.X.2
Security threats

If the long-term key is leaked, past, present and future session anchor keys (Kausf and Kseaf) maybe compromised thereby compromising past, present and future communication between the UE and the network, respectively. 
5.1.X.3
Potential security requirements
The system shall support mechanisms to mitigate the impacts of leaked long-term key to past session anchor keys taking into account different types of attackers. 

NOTE:
Key management solutions having the property that past session keys will not be compromised even if the long-term key is compromised  typically called to provide perferct forward secrecy.

The system shall support mechanisms to mitigate the impacts of leaked long-term key to present session anchor keys taking into account different types of attackers. 

The system shall support mechanisms to mitigate the impacts of leaked long-term key to future session anchor keys taking into account different types of attackers. 

